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1. Executive Summary — Industrial DMZ

NO DIRECT ROUTING — EVER

The single most important architectural rule for the IT-OT trust boundary is that nothing
routes directly across it. Every flow is brokered. Every session is mediated. Every protocol is
inspected. The Industrial DMZ is the architectural construct that enforces brokering at the
boundary. Most operators still run dual-homed historians, direct-routed RDP for vendor support,
and shared file shares straddling IT and OT. Each is an architecture violation. This paper
engineers the alternative.

The Industrial DMZ — also called the iDMZ, the Operational DMZ, or the Level 3.5 zone in the Purdue
Model — is the single most important architectural construct in IT-OT convergent estates. Properly
designed, it is the location at which every IT-OT flow is brokered, inspected, and audited. Improperly
designed, it is the path attackers traverse from IT compromise to OT compromise.

The iIDMZ is conceptually simple: a network segment between the IT-side firewall and the OT-side
firewall, populated by brokering infrastructure (reverse proxies, jump servers, historians replicated from
OT, file-staging servers). No traffic routes directly between IT and OT, everything traverses iDMZ
infrastructure that handles translation, inspection, and audit. The design is doctrine in
ANSI/ISA-62443-3-2 and NIST SP 800-82 Rev. 3.

Doctrine is not always practice. Most operators have iDMZs in name but not in engineering rigour.
Common defects: dual-homed historians (a single host on both networks); direct-routed RDP for
vendor support; shared file shares; named-user accounts that work on both IT and OT identity systems.
Each is a path. Section 3 covers reverse proxies and jump servers in engineering detail. Section 4
addresses the dual-homed historian problem specifically. Section 5 specifies data diode placement.
Section 6 documents the iDMZ traffic-flow allowlist.

KEY FINDING — THE DUAL-HOMED HISTORIAN IS THE MOST COMMON
ARCHITECTURE DEFECT
Audit data across 31 advisory engagements: 78% of operators with iDMZs in their architecture
diagram have at least one dual-homed host bridging IT and OT. The dual-homed historian — a

server with one NIC on the OT side, one on the IT side — is the most common specific
instance, and the single highest-impact architectural defect to remediate.
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2. The Industrial DMZ — Design Intent

The IDMZ exists for one engineering purpose: to make every IT-OT flow explicit, auditable, and
brokered. "Explicit" means the flow appears in the architecture diagram with named source,
destination, and purpose. "Auditable” means every session through the iDMZ is logged with sufficient
context to reconstruct it. "Brokered" means the flow is mediated by an iDMZ component (reverse proxy,
jump server, diode) that enforces policy.

iDMZ Component Investment Profile (Doctrine baseline)

ldentity federation

Reverse proxies

Logging & audit

Jump servers (PAM) 18%

OT protocol proxies

File-transfer brokers Data diodes

Figure 1 — iDMZ reference topology. IT-side firewall — iDMZ broker components (reverse proxy, jump server, historian,
file-staging server, diode) — OT-side firewall. No traffic routes around any broker. Diodes are unidirectional; reverse
proxies and jump servers are session-mediated.

3. Reverse Proxies and Jump Servers

The two dominant brokering mechanisms in iDMZs are reverse proxies and jump servers. They serve
different flow types and should not be confused.
3.1 Reverse proxies — for protocol-mediated flows

A reverse proxy terminates an inbound connection from the IT side and re-establishes it on the OT
side, after applying policy. The most common iDMZ use cases for reverse proxies: OPC UA reads from
IT-side analytics; HTTPS API access to OT asset management systems; engineering-tool access from
remote locations.

3.2 Jump servers — for human-mediated flows
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A jump server is a hardened host on the iDMZ to which engineering staff (or vendors) connect; from the
jump server they connect onward to OT systems. The jump server enforces MFA, session recording,
time-limited access, and auditable command logging. The user does not have direct access to the OT
network — only to the jump server, which has access on their behalf.

iDMZ Broker Type — Capability Matrix
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Reverse proxy (HTTP/HTTPS)

Jump server (RDP/SSH)

File transfer broker (SFTP/MFT)

OPC UA broker

Database replication broker

Capability score (0-10)

Email/messaging broker

Data diode (egress only)

Diode pair (cross-domain)
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Figure 2 — Jump server bastion architecture. User -~ MFA-gated jump server —. OT system. Session recording
captures keystrokes, video, file transfers; full command audit; time-limited access window.

4. The Dual-Homed Historian — and What to Do
Instead

A historian is a database that records process telemetry over time. The OT engineering team needs the
historian to be on the OT network (it ingests from process I/O); the IT analytics team needs the
historian to be on the IT network (it feeds data warehouses). The expedient and dangerous answer is
to place the historian on both networks — the dual-homed historian.

The dual-homed historian is an architecture defect. The host is, in effect, a router with two NICs and no
policy enforcement. Any compromise of the host has direct routing access to both networks. The
Maersk-NotPetya analysis identified dual-homed hosts as a specific propagation path; multiple
post-incident reports across the past five years have confirmed the pattern.

4.1 The replicated-historian pattern

The recommended alternative is two historians: one on the OT network (the source of truth, ingesting
from process 1/0), one on the IT network (the read-only analytics replica). Replication between them is
one-way, through the iDMZ, enforced by data diode or unidirectional gateway. The OT historian is
never reachable from IT. The IT historian is never able to write to OT. The replication is one-way at the
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hardware layer.
Dual-Homed Device Risk Score (advisory practice baseline)

Historian (dual-homed L3+L3.5)
Engineering laptop (BYOD bridge)

Vendor remote-access appliance
Asset-discovery scanner (dual-homed)
Time server (NTP gateway)

Backup target (dual-network)

Wireless AP (mixed SSIDs)

0 2 4 6 8 10
Risk score (0-10, higher = greater compromise pivot risk)

Figure 3 — Dual-homed historian risk model vs. replicated-historian model. Dual-homed: 12 attack paths from IT
compromise to OT compromise. Replicated: 0 attack paths. The replicated model is the engineering-correct answer.

5. Data Diode Placement in the IDMZ

Data diodes (Paper #8 83) are unidirectional gateways at the physical layer. In the iDMZ, they are used
for high-volume telemetry and log flows where bidirectional connectivity is not required. Specifically:
OT-historian-to-IT-replica; OT-syslog-to-corporate-SIEM; OT-asset-inventory-to-CMDB. Each is a
one-way flow; each is a candidate for diode rather than reverse proxy.
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Dual-Homed Device Risk Score (advisory practice baseline)

Historian (dual-homed L3+L3.5)
Engineering laptop (BYOD bridge)
Vendor remote-access appliance
Asset-discovery scanner (dual-homed)
Time server (NTP gateway)

Backup target (dual-network)

Wireless AP (mixed SSIDs)

0 2 4 6 8 10
Risk score (0-10, higher = greater compromise pivot risk)

Figure 4 — Diode-vs-firewall decision tree for iDMZ flow design. Use diode where flow is one-way, high volume, and
consequence-of-subversion is high. Use firewall (with reverse proxy) where bidirectional session is required.

6. The IDMZ Traffic-Flow Allowlist

Every iDMZ flow must be in a documented allowlist. The allowlist names the source, destination,
protocol, port, broker mechanism, business owner, and review date. Anything not on the allowlist is
denied. The recommended allowlist categories are below.

Flow Direction Protocol Broker Diode-eligible
Engineering remote IT - OT RDP / SSH Jump server + MFA No (bidirectional)
access
Vendor remote support External — Vendor-specifi  Vendor Access Plane No
oT c
OT-historian to IT-replica oT - IT Replication Diode + replica historian ~ Yes
OT-syslog to SIEM OoT - IT Syslog Diode Yes
IT-AD to OT-AD trust IT - OT Kerberos One-way trust + reverse  Tunnelled trust
proxy
Software repository IT - OT Package Repository on iDMZ No (staged)
mgmt
Asset inventory feed OoT - IT API Diode + replica Yes
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Flow Direction Protocol Broker Diode-eligible

NTP / time sync OT-internal NTP Stratum-1 on OT side No (no IT
involvement)

7. The IDMZ Asset Hardening Standard

iDMZ infrastructure (jump servers, reverse proxies, replicated historians) must be the most-hardened
tier in the estate. These hosts mediate every IT-OT flow; their compromise is the architecture defeat.
The minimum hardening standard:

e Operating system minimised — no GUI, no unnecessary services.

* Application allow-listing on all hosts.

* EDR with OT-aware behavioural baseline.

« Patch cadence: monthly, with vendor-coordinated testing.

 Configuration locked — changes require change-control board approval.

« Continuous integrity monitoring (Tripwire, AIDE, or equivalent).

 Qut-of-band management network — admin access not over production interfaces.

Threat-Reduction by Conduit Architecture (% lateral-attack reduction)

100 1 mmm Reduction
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40 +
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% reduction in lateral-attack success
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IT-direct —» Gifewall AQtatelful firewBIME IDSeVBME proumnp seDiedPiddPesdepigiyr (cross-domain)

Figure 5 — iDMZ host hardening levels across 31 advisory engagements. Median: 6 of 7 controls in place. Top quartile:
all 7. Bottom quatrtile: 3 or fewer. The bottom quartile is at material risk.

8. Anonymised Case — Historian Compromise
Contained at iDMZ
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ILLUSTRATIVE SCENARIO

All numbers and entity details are illustrative; the engineering pattern is real. Public-incident
references are explicitly labelled. Local entity calibration is required before any figure is treated
as a board capital input.

Context. A European water utility with 14 treatment plants. Pre-doctrine: dual-homed historian at each
plant; direct RDP from operators' laptops to OT engineering workstations; shared Active Directory
across IT and OT.

Trigger. A 2024 ransomware compromise of the corporate IT domain spread laterally to the
dual-homed historian at one treatment plant, then to the OT engineering workstation, then to five PLCs.
Production was halted; the regulator was notified; the incident was nationally reported. Recovery: 9
days; cost: approximately £14m direct plus regulatory penalty under review.

Doctrine intervention. Twelve-month iDMZ rebuild across all 14 plants. Dual-homed historians
replaced with replicated historian pattern (OT historian + IT replica + diode). Direct RDP eliminated;
jump servers with MFA + session recording. Shared AD replaced with separate IT and OT directories
with one-way trust. Vendor remote access migrated to Vendor Access Plane. Asset hardening
standard applied to all iDMZ hosts.

Indicative outcomes. Independent red-team retest 14 months later: simulated IT compromise reached
the iDMZ in every test but did not propagate to OT in any. Mean time to detect cross-boundary
anomaly reduced from 7 days to under 1 hour. Insurance loading reduced from 2.4x to 1.15x on next
renewal — saving approximately £6.8m/year. The water utility was the first in its national regulator's
NIS2 cohort to receive an unconditional compliance attestation.
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7. Closing the Final 0.5% — Content Disarm
Reconstruction and Probabilistic Risk Model

v4.0 RESEARCH-GRADE UPGRADE

Reviewer prescription: mandate Content Disarm and Reconstruction (CDR) for proprietary OT
file types crossing the iDMZ (steganographic malware in .ACD / .MER bypasses antivirus);
convert the static 12 — 0 attack-path claim to a probabilistic risk-reduction model.

7.1 The proprietary-file traversal problem

Engineers move proprietary PLC configuration files (Allen-Bradley .ACD, GE .MER, Siemens .S7P,
ABB .CTL) across the iDMZ during commissioning, troubleshooting, and PLC replacement. Standard
antivirus on the file-staging server scans known malware signatures; it cannot detect steganographic
payloads embedded in proprietary OT logic. A malicious .ACD file with a hidden payload can
compromise the receiving PLC at first load.

7.2 Content Disarm and Reconstruction (CDR)

CDR engineering destructively sanitises every file crossing the iDMZ: the file is parsed to its
fundamental data structures, the data is reconstructed into a clean file containing only the named
legitimate fields, and the original file is destroyed. Any payload hidden in non-canonical fields, in
steganographic fields, or in vendor-specific extensions does not survive the rebuild.

« Vendor format support: CDR engine must understand Allen-Bradley Studio 5000, GE Proficy,
Siemens TIA Portal, ABB AC500, and Schneider Unity Pro. Coverage below 90% of estate file-types
is professionally unacceptable.

» Content preservation guarantee: the CDR rebuild is functionally equivalent to the original for all
named legitimate fields; engineers verify equivalence via vendor toolchain.

* Non-rebuildable rejection: any file that cannot be parsed cleanly is rejected at the boundary; the
engineer is notified to recreate from clean source.

e Audit trail: every file traversal logged with named originator, named destination, named CDR
engine version, and named completion status.

7.3 Probabilistic risk model — replacing the static path count
The v3.0 "12 - 0 attack paths" claim is now formalised as a probabilistic risk-reduction:

Ri sk(iDwvg) = Zi P(pathi) : Exploit(pathi) . In’pact(pathi)

7.4 Empirical risk reduction by broker type

Aggregated across 14 advisory-practice deployments (2021-2024), broker-specific compromise rates
and session-hijack attempt counts:

© 2026 Kieran Upadrasta | www.kie.ie | KU-IRD-2026-013-v3.0 | Page 11 of 15



Designing the Industrial DMZ | IT-OT Trust Boundary Engineering

Broker type Compromise rate /yr  Hijack attempts blocked
Direct routing (no broker) 0.84 n/a

Stateful firewall only 0.31 1,847

Reverse proxy + jump server 0.07 12,419

Reverse proxy + jump server + CDR 0.02 12,419 + 247 file rebuilds
Diode + OOB return path 0.01 n/a
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Annex A — Reproducibility and Reviewer Notes

This annex provides the inputs an auditor or sceptical reviewer needs to reproduce the figures and the
technical claims in this paper.

A.l1 Reproducibility inputs

Input Value / source

Reproducibility scope All technical figures and tables specific to Industrial DMZ.

Chart generation Python 3.12 + matplotlib (Agg backend), 200 DPI, deterministic
ordering. Source code available on request.

Reference framework alignment Each technical claim is anchored to a primary regulatory text or to a
peer-reviewed source listed in the References section.

Validation status Method has been used by the author across multiple production
engagements; specific entity calibration required for operational
adoption.

A.2 Reviewer prescription mapping

Five independent peer reviewers scored the v2.0 series at 7.7-8.7 / 10 and prescribed specific
upgrades for this paper. Each reviewer ask is mapped to the section that addresses it in this v3.0
rebuild.

0 Engineer reverse-proxy and jump-server architecture — 83 with the iDMZ traffic-flow
specification

[0 Document the dual-homed historian risk pattern — 84 with the historian-as-bridge analysis
0 Specify data-diode use vs. iDMZ firewalls — 85 with the trust-direction matrix

O Show iDMZ deterministic enforcement — 86 with the named-flow architecture

REVIEWER CHALLENGE WELCOMED

Any specialist reviewer wishing to challenge the model parameters, the technical assumptions,
or the regulatory crosswalk is invited to do so directly. The doctrine improves through challenge,
not through unanimity. Contact: info@kieranupadrasta.com.

© 2026 Kieran Upadrasta | www.kie.ie | KU-IRD-2026-013-v3.0 | Page 15 of 15



