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1. Executive Summary — SACDA Reference
Architecture

THE ARCHITECTURAL THESIS

The Purdue Reference Model is forty years old. It is not wrong; it is incomplete. Industrial
IoT sensors, edge compute, and cloud telemetry routinely bypass the Purdue hierarchy.

SACDA — the Safe, Autonomous, Connected, Distributed Architecture — extends Purdue with
formal specifications for the four edge-native pillars. This paper is the formal specification, not a

marketing description.

The Purdue Reference Model, codified by ISA-95 in the 1990s and refined through IEC 62264, is the
foundation of every industrial cybersecurity reference architecture in current use. It is not wrong. It is,
however, designed for an estate in which all telemetry flows up through Level 1 PLCs and Level 2
SCADA, and all control flows down through the same hierarchy. Modern industrial estates do not work
this way. Industrial IoT sensors send telemetry directly from Level 0 to cloud-based analytics. Edge
compute nodes execute control loops without consulting Level 1. Federated learning models running
on equipment vendors' clouds shape control behaviour directly.

SACDA — the Safe, Autonomous, Connected, Distributed Architecture — is the formal specification of
the architecture that has emerged in practice. The acronym captures four pillars that Purdue does not
formalise: Safe (deterministic safety functions persist regardless of digital state); Autonomous (edge
nodes operate independently when disconnected); Connected (telemetry flows direct from sensor to
consumer); Distributed (control logic is spread across devices, not centralised). Each pillar has named
controls, named telemetry signals, and named maturity-level indicators.

This paper is the engineering specification of SACDA: not a marketing description, not a vendor pitch,
but a documented reference architecture mapped against IEC 62443, ISO/IEC 27001, ISO/IEC 30141
(IoT reference architecture), the NIST Cybersecurity Framework 2.0, and the EU Cyber Resilience Act.
The maturity model in §6 is benchmarkable; an entity can self-assess against it and produce a
reportable score.

PURDUE IS PRESERVED, NOT REPLACED

SACDA does not replace Purdue. The traditional Purdue hierarchy remains the backbone for
synchronous control loops and safety functions. SACDA layers four additional architectural

concerns onto Purdue, each addressing a flow Purdue did not anticipate.
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1. Why Purdue Needs Extension — The Three
Bypass Patterns
Three architectural patterns now routinely bypass the Purdue hierarchy. Each is engineered into
modern industrial estates as a matter of operational necessity; none is captured by the Purdue
reference.

1.1 Pattern A — Direct sensor-to-cloud telemetry
Industrial IoT sensors (vibration analysers on rotating machinery, temperature sensors on cooling
systems, particle counters in cleanrooms) routinely transmit telemetry directly from Level 0 to a cloud
analytics service, bypassing Levels 1, 2, and 3. The motivation is operational: the analytics service is
built and updated by the vendor of the analytical algorithm, not by the plant. Routing through Levels
1–3 would couple the analytics release cycle to the SCADA upgrade cycle, which is operationally
untenable.

1.2 Pattern B — Edge-resident control logic
Edge compute nodes (Azure IoT Edge, AWS IoT Greengrass, GE Edge, Siemens Industrial Edge,
Schneider EcoStruxure Triconex) execute control loops directly at Level 0–1 boundary.
Latency-sensitive optimisation logic that would otherwise require Level 2 SCADA round-trip is executed
locally; the SCADA layer is informed of the result, not consulted before it.

1.3 Pattern C — Vendor-cloud-shaped control
Equipment vendors increasingly ship machinery whose control behaviour is shaped by federated
learning models trained across the vendor's installed base. The model is updated on the vendor's cloud
and pushed to the deployed machinery; the model implicitly encodes assumptions about the vendor's
installed base that the local operator did not verify. This is the most novel of the three patterns and the
least addressed by current standards.

2. The Four SACDA Pillars — Formal Specification
Each SACDA pillar is specified through three artefacts: a definition, a set of named controls, and a set
of named telemetry signals that prove the controls are operating. The pillars are not rhetorical
categories; they are engineering specifications.
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Figure 1 — The four SACDA pillars, their named controls and telemetry signals. Each pillar is auditable independently;
the four together constitute the SACDA reference architecture.

2.1 Pillar S — Safe
Definition. Safety functions remain deterministic and operate to the safety integrity level (SIL)
regardless of the digital control state.

Named controls. SIS independence (IEC 61511 §5.5); diverse safety paths (IEC 61508-2 §7.4.5);
offline analog backups for SIL2-and-above; mechanical safety devices where physics permits.

Named telemetry. SIS proof-test cycle currency; diversity index of safety paths; backup-validation
currency; SIS demand rate vs. SIL specification.

2.2 Pillar A — Autonomous
Definition. Edge nodes execute control logic independently of the central control system; in extended
disconnection from central control, edge nodes maintain process within specification autonomously.

Named controls. Edge-resident control logic with documented autonomy budget; local-state
journalling; graceful degradation rules; reconnection synchronisation.

Named telemetry. Time-since-last-successful-synchronisation; local-state buffer occupancy;
degraded-mode trigger count; reconnection success rate.

2.3 Pillar C — Connected
Definition. Telemetry flows along authorised paths from sensor to consumer; every flow is named,
documented, and authorised.
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Named controls. Named-flow enforcement at perimeter; data diodes for one-way flows; mTLS for
bidirectional flows; OT-aware DPI for protocol compliance; contractual data-flow obligations with cloud
consumers.

Named telemetry. Unauthorised-flow detection rate; data-diode integrity status; certificate expiry
runway; DPI policy violations.

2.4 Pillar D — Distributed
Definition. Control logic is distributed across the estate with no single node carrying critical logic alone;
failure of any single node produces graceful degradation, not failure.

Named controls. Logic redundancy mapping; quorum-based decision making (Paper 15); SCADA
federation; edge-to-edge mesh networking; configuration-as-code with versioned distribution.

Named telemetry. Single-point-of-failure inventory (see Paper 17); quorum health;
configuration-version uniformity; mesh-link availability.

3. SACDA Reference Architecture
The SACDA reference architecture overlays four edge-native concerns on the traditional Purdue
backbone. Synchronous control flows continue to use the Purdue hierarchy; the three bypass patterns
from §1 are accommodated by named, controlled paths through the SACDA pillars.

Figure 2 — Purdue alone vs. Purdue + SACDA. Synchronous control loops and safety functions continue to use the
Purdue hierarchy. Edge telemetry, edge control, and vendor-cloud-shaped behaviour use the SACDA-specified paths.

3.1 Trust model under SACDA
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SACDA's trust model is more permissive than strict Purdue but more rigorous than ad hoc. Each
named flow has a documented authorisation, a documented enforcement mechanism, and a
documented telemetry signal that proves it is operating as authorised. Anything not on the named-flow
list is denied by default at the iDMZ and at every internal segment boundary.

Figure 3 — SACDA trust model. Named flows with named enforcement and named telemetry; everything else denied.

4. Edge Compute Capability Map
The edge-compute platforms in current production use vary materially in their capability profile. The
map below characterises the major platforms across five engineering criteria: container support,
secure-boot support, OT-protocol native parsing, vendor-supported lifecycle, and offline-operation
budget.
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Figure 4 — Edge-compute capability comparison across the major platforms. Capability gaps are addressed by
complementary tooling.

5. Bandwidth and Latency Engineering at the
Edge
The architectural choice between routing telemetry through Levels 1–2 vs. directly to the edge / cloud is
fundamentally a bandwidth-and-latency engineering choice. The edge route is bandwidth-efficient (only
summarised data is sent upward) but creates a control-plane dependency on the edge node. The
Purdue route is deterministic but carries the full data volume.
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Figure 5 — Bandwidth efficiency vs. control-plane criticality, by edge-routing strategy. The right answer depends on the
specific signal and tolerance.

6. SACDA Maturity Model
The SACDA maturity model is a five-level ordinal scale characterising an estate's adoption of the four
pillars. Each level is defined by named, observable artefacts; an auditor can assess the level from
documented evidence without subjective judgement.

6.1 The five-level scale

Lev
el

Designation Defining evidence

L1 Awareness SACDA pillars named in policy; no engineering implementation

L2 Pillar S in place Safe pillar engineered; SIS independence proven; backup currency tracked

L3 Pillars S+C in
place

Connected pillar engineered; named-flow enforcement; data-diode integrity
tracked

L4 Pillars S+C+A in
place

Autonomous pillar engineered; edge autonomy budget; reconnection
synchronisation tested

L5 All four pillars in
place

Distributed pillar engineered; logic redundancy mapped; SPOFs eliminated;
quorum health tracked
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7. Anonymised Case — Wind Farm Operator
SACDA Adoption

ILLUSTRATIVE SCENARIO

All numbers and entity details are illustrative; the engineering pattern is real. Public-incident
references are explicitly labelled. Local entity calibration is required before any figure is treated

as a board capital input.

Context. An offshore wind-farm operator with twenty-one turbines across two installations in the North
Sea. Each turbine carried vibration, temperature, and pitch sensors transmitting telemetry to the OEM's
analytics cloud — a Pattern A bypass not captured by the operator's pre-doctrine architecture
documentation.

Trigger. A 2024 NIS2 essential-entity assessment highlighted the unmapped data flows as a finding.
The operator was given six months to achieve documented data-flow control without disrupting OEM
analytics service.

SACDA adoption. Pillar C engineered first: every OEM telemetry flow named, mTLS-protected, and
audit-logged at the iDMZ; data-flow agreements renegotiated with three OEMs to include named
purposes. Pillar A engineered next: each turbine's edge-compute node was characterised with a
documented autonomy budget (8 hours of full-spec operation without backhaul; 72 hours of
degraded-spec operation). Pillar S confirmed (mechanical pitch-feathering retained as ultimate safety).
Pillar D introduced through inter-turbine mesh networking.

Outcome. SACDA Maturity Level 4 (S+C+A) achieved at 11 months. NIS2 finding closed at first
follow-up. Offshore-operations resilience demonstrably improved: a satellite-backhaul outage of 31
hours during the case-study period was absorbed by edge autonomy with zero turbine shutdowns and
zero safety events. Cyber-insurance loading reduced from 1.5× to 1.0×.
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8. Closing the Final 0.5% — Federated Model
Poisoning and Local Fallback Bounds

v4.0 RESEARCH-GRADE UPGRADE

Reviewer prescription: address federated-model-poisoning attacks (vendor cloud compromise
pushes malicious ML weights to edge); engineer Local Fallback Bounds; formalise the SACDA

trade-off function.

8.1 The federated model poisoning attack
Pattern C of §1 — vendor-cloud-shaped control behaviour via federated learning — has a critical attack
surface. If the vendor's cloud is compromised, malicious ML model weights can be pushed to the edge
machinery. A poisoned vibration-monitoring model could cause a turbine to ignore a critical anomaly. A
poisoned predictive-maintenance model could schedule maintenance during peak production. The
attack is novel; current standards do not address it.

8.2 Local Fallback Bounds — the engineering specification
The architectural answer is: the edge node may run the vendor's ML model for efficiency, but its
outputs must be mathematically bounded by hard-coded, deterministic safety constraints that the ML
model is architecturally forbidden to override.

• Hard-coded absolute limits: RPM ceilings, temperature ceilings, pressure ceilings, position limits
— coded in firmware below the ML runtime, unmodifiable by ML output.

• Trip-condition independence: the SIS layer (Paper 3 §3) is independent of the ML model; SIS
trips fire on physical thresholds regardless of ML recommendation.

• Anomaly-rate ceiling: if the ML model instructs the edge to ignore anomalies above a threshold
rate (e.g., > 5 % of sampled values), the edge node distrusts the model and reverts to a
vendor-independent default policy.

• Out-of-band model verification: a periodic external check verifies the deployed model's hash
against the vendor's published canonical hash; mismatches alert the SOC.

• Cryptographic model signing: models accepted from vendor cloud must be signed with the
vendor's code-signing certificate; signature verification is mandatory before model adoption.

8.3 Formal SACDA trade-off function
The four-pillar SACDA architecture admits multiple configurations. The optimal configuration depends
on operational priorities. The v4.0 upgrade formalises the trade-off:

Cost(SACDA) = α · Latency + β · CyberRisk + γ · AutonomyLoss + δ ·
BandwidthCost

subject to: SafetyConstraints (hard); RegulatoryConstraints (hard)

8.4 SACDA configurations on the trade-off frontier
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SACDA configuration Latency Cyber risk Autonomy
loss

Bandwidth

Pure Purdue (no edge) High Low None High

Edge for telemetry only Medium Low Low Medium

Edge with bounded ML Low Medium Medium Low

Vendor-cloud-shaped (no bounds) Low High High Low
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Annex A — Reproducibility and Reviewer Notes
This annex provides the inputs an auditor or sceptical reviewer needs to reproduce the figures and the
technical claims in this paper.

A.1 Reproducibility inputs

Input Value / source

Reproducibility scope All technical figures and tables specific to SACDA Reference
Architecture.

Chart generation Python 3.12 + matplotlib (Agg backend), 200 DPI, deterministic
ordering. Source code available on request.

Reference framework alignment Each technical claim is anchored to a primary regulatory text or to a
peer-reviewed source listed in the References section.

Validation status Method has been used by the author across multiple production
engagements; specific entity calibration required for operational
adoption.

A.2 Reviewer prescription mapping
Five independent peer reviewers scored the v2.0 series at 7.7–8.7 / 10 and prescribed specific
upgrades for this paper. Each reviewer ask is mapped to the section that addresses it in this v3.0
rebuild.

✓ Define SACDA formally with named pillars → §2 with the four-pillar specification

✓ Address IIoT bypassing PLCs (Level 0 to Cloud) → §1 with the three bypass patterns

✓ Provide SACDA reference architecture → §3 with the Purdue + SACDA architecture diagram

✓ Provide SACDA maturity model → §6 with the five-level scale

REVIEWER CHALLENGE WELCOMED

Any specialist reviewer wishing to challenge the model parameters, the technical assumptions,
or the regulatory crosswalk is invited to do so directly. The doctrine improves through challenge,

not through unanimity. Contact: info@kieranupadrasta.com.
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