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1. Executive Summary — Live Transformation
Engineering

THE EXECUTION THESIS

You cannot 'build and harden' a live oil refinery. Twenty-four-hour-a-day industrial
operations cannot tolerate the build-stop-cutover approach that enterprise IT uses for
transformation. This paper engineers the alternatives: parallel build-out (ships-in-the-night
architecture), Turnaround-window choreography, and the named risk controls that keep
production safe during transformation execution.

Industrial transformation programmes — segmentation, IDMZ insertion, SCADA upgrade,
control-system replacement, PLC firmware standardisation — are the highest-stakes IT/OT execution
problems most operators ever undertake. The estate is operating; production cannot stop; safety must
be preserved; the regulator is watching. The classic enterprise approach (build the new, cut everyone
over, retire the old) does not survive contact with a 24/7 industrial operation.

This paper engineers two execution patterns that do work: ships-in-the-night architecture (the new
control infrastructure is built in parallel with the old, with carefully named cross-overs at each layer;
both run concurrently for an extended choreographed period; the old is decommissioned after the new
is provably stable) and Turnaround-window cut-over (the cut-over is sequenced into named,
time-bounded windows during planned plant shutdowns or production lulls, each with documented
rollback, named approvers, and rehearsed sequence).

The paper documents three engineering disciplines that distinguish successful transformation from
disaster. First, the cross-over taxonomy in 83 names the seven architectural points where
parallel-running systems cross, and the engineering controls required at each. Second, the
Turnaround calendar in 84 maps the named available windows for each industrial sector against the
durations achievable within them. Third, the rollback discipline in 85 specifies the named conditions
under which a programme must abort cut-over and return to baseline; the discipline is the difference
between an engineered failure mode and an ad hoc disaster.

TURNAROUNDS ARE NOT SCHEDULED — THEY ARE NEGOTIATED

The cybersecurity programme manager does not get to schedule the Turnaround. The
Turnaround is negotiated against operations, supply chain, customer commitments, and
regulator inspection cycles. The cybersecurity programme must fit; that is the planning
constraint, and the engineering response is sequenced parallel build-out so that any single
Turnaround can complete a meaningful, reversible increment.
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1. Why Build-Stop-Cutover Fails in 24/7 Industrial
Operations

Enterprise IT transformation tolerates a planned outage. The financial reporting system is unavailable
for the weekend; the email cut-over takes a Saturday morning; the ERP migration runs over a long
bank holiday. None of these patterns survives contact with a refinery, a transmission grid, an offshore
platform, a metals smelter, or a continuous-process pharmaceutical plant.

The constraints that defeat build-stop-cutover are: (a) production cannot pause without significant cost
(Paper 5 quantifies this at £0.04m/hr to £4.5m/hr depending on sector); (b) safety functions cannot
lapse for any duration; (c) regulatory reporting obligations continue throughout; (d) some processes
(smelters, blast furnaces, olefins crackers) cannot be cleanly stopped at all without extended
re-commissioning of weeks. The only viable pattern is parallel-build with sequenced cut-over.

2. Ships-in-the-Night Architecture

Ships-in-the-night architecture builds the new control infrastructure entirely in parallel with the old. Both
run concurrently for an extended period — weeks to months — during which the new infrastructure is
validated against production telemetry without being given control authority. Cut-over is a named,
time-bounded transfer of control authority from the old to the new; the old infrastructure remains
operable and in standby until the new is provably stable.

Migration Pattern — Risk and Cost Comparison

State-loss risk

Performance regression

high)

Rollback feasibility

low, 10

Blast radius if failure

Operator burden

Regulatory exposure

Risk or cost score (0

Vendor coordination

Cost

Figure 1 — Risk profile of three transformation patterns. Ships-in-the-night minimises peak risk; build-stop-cutover
concentrates it; phased rollout has a longer tail of medium-stage risk.

2.1 The four parallel-running phases
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* Phase 1 — Construct. The new infrastructure is built physically alongside the old. New cabling,
new switches, new PLCs (where applicable), new HMIs, new historian. The new is connected only to
a test feed of production telemetry; it has no control authority.

* Phase 2 — Shadow. The new is fed live production telemetry in real time, in parallel with the old.
The new computes its control outputs but does not act; the outputs are logged for comparison against
the old. Discrepancies are investigated and resolved.

e Phase 3 — Cut-over. Control authority transfers from the old to the new in a named, time-bounded
window. The old remains powered and in standby for documented duration after cut-over.

¢ Phase 4 — Decommission. The old is decommissioned after the new has demonstrated stable
operation for the named bedding-in period. Decommission is itself a controlled, documented,
reversible-up-to-the-final-step process.

3. The Cross-Over Taxonomy — Seven Named
Architectural Points

Ships-in-the-night architecture is not two independent ships; it is two ships linked at named, controlled
points. Each cross-over carries engineering risk and must be engineered independently. The seven
cross-over patterns below cover essentially all observed parallel-running implementations.

Zero-Downtime Migration — Investment Composition

Audit / regulator engagement

Parallel infrastructure build 8%
Rollback capacity
28%

Vendor coordination
Test bench / simulation
Operator training

Phased rollout governance

Figure 2 — Programme-cost distribution across the seven cross-over types. The expensive cross-overs (plant data flow
and command path) are the engineering priority.

3.1 The seven cross-over types

* Power cross-over: shared electrical supply between old and new. Risk: a power event affects both.
Mitigation: diverse supplies, separately fused.
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* Network cross-over: shared network paths or switches. Risk: an old-side outage propagates.
Mitigation: physical diversity until cut-over.

e Plant data cross-over: the production telemetry feed that both consume. Risk: corrupted feed
corrupts both. Mitigation: source-level integrity checks; replicated feeds at the source.

e Command path cross-over: the control-output path to the actuator. Risk: both systems issue
commands. Mitigation: explicit control-authority arbitration; only one system is in command at any
moment.

e Operator interface cross-over: shared HMI panels or shared operator displays. Risk: ambiguous
attribution of indications. Mitigation: discrete displays per system; named transition rules.

e Time cross-over: shared time source. Risk: drift or compromise affects both. Mitigation: redundant
time sources; integrity-checked NTP/PTP.

» Safety cross-over: the SIS interface to both systems. Risk: SIS reset propagates incorrectly.
Mitigation: SIS independence proven (Paper 16 §3); SIS remains under one system's authority at all
times.

4. The Turnaround Calendar — When the
Windows Open

Industrial transformation cut-over windows are negotiated, not chosen. Each industrial sector has its
own pattern of Turnaround availability. The chart below characterises the typical patterns, with the
named planning horizons and durations.

Available Turnaround (TAR) Window by Sector (days, typical)

Refinery (8-yr TAR) 21 days

14 days

Power plant (3-yr TAR)

18 days

Chem plant (5-yr TAR)

Pharma (annual TAR)

Auto plant (Christmas/summer)

Steel mill (rolling TAR) 10 days

0.0 2.5 5.0 15 10.0 12.5 15.0 17.5 20.0
Days of available shutdown window

Figure 3 — Turnaround / shutdown availability by industrial sector. Frequency, typical duration, and planning lead time.
The cybersecurity programme must fit within these windows.
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Sector

4.1 Sector-specific Turnaround patterns

Typical Turnaround

cadence

Window
duration

Planning lead
time

Refining (continuous) Every 4-6 years 21-35 days 12-18 months

Petrochemical Every 4-5 years 14-28 days 12 months

(continuous)

Power generation Every 12—-24 months 14-21 days 9 months

(thermal)

Power generation Every 18-24 months 21-28 days 18 months

(nuclear)

Pharmaceutical batch Quarterly campaigns 5-10 days 6 weeks

Discrete manufacturing Annual + holiday 5-14 days 6 months

(auto) shutdowns

Mining Daily blast cycles + 4-8 hours 1 week
monthly maintenance

Water treatment Asset-by-asset, no Per-asset 2—4 weeks
plant-level TAR 8-24 hours

5. Rollback Discipline — When to Abort Cut-Over

Rollback is the engineering discipline that converts potential disaster into engineered failure mode. The
discipline specifies, before cut-over begins, the named conditions under which the cut-over must abort
and return to baseline; the named procedure for return; and the named approver for rollback decisions.
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Migration Rollback — Decision Drivers

Performance regression (>5%) 3.4 +3.8

P99 latency exceeded budget -

Safety system anomaly -

Operator workload exceeded -

Customer-impacting incident -

Regulator inquiry triggered -

Vendor issue unresolved

I Downside (-10)

[ Upside (+10)

-3 -2 -1 0 1 2 3 4
A confidence in cutover go/no-go decision

Financial loss > tolerance -

Figure 4 — Distribution of rollback triggers in documented industrial transformation events. Process anomaly is the most
common; sensor discrepancy and operator unfamiliarity also feature.

5.1 The four named rollback conditions
e Process anomaly: the controlled process exhibits behaviour outside the documented expected
range during or immediately after cut-over. Rollback is mandatory.

e Sensor discrepancy: sensors driven by the new system report values inconsistent with sensors
driven by the standby old system. Rollback is mandatory pending investigation.

e Operator unfamiliarity: the operating crew on shift for the cut-over reports inability to operate the
new system to specification. Rollback is mandatory.

« Safety-system event: any SIS function trip during the cut-over window. Rollback is mandatory; the
SIS trip itself takes priority over the cut-over.

5.2 The named approver

The rollback decision is taken by a named individual with the authority to override programme
schedule. In industrial estates this is typically the Plant Manager or Operations Manager, not the
cybersecurity programme lead. The approver's authority is documented in the cut-over plan signed
before the window opens.

6. The Cut-Over Choreography

The cut-over itself is a choreographed sequence of named actions, each with named owner, named
duration, named verification, and named rollback path. The Gantt-chart below characterises the typical
choreography for a 14-day TAR cut-over of a refinery DCS replacement.
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Ships-in-the-Night Migration — 12-Month Programme

Phase 1 Parallel build (network B)
Phase 2 - w

Phase 3 - m
Phase 5 -
Phase 6 - w

T T T T 1
MO M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12
Programme month

Figure 5 — Typical cut-over choreography for a 14-day refinery DCS replacement TAR. Critical path is bold; named
decision gates are marked.

6.1 The four engineering disciplines of choreography

e Pre-Turnaround rehearsal: the entire cut-over sequence is rehearsed off-line at least twice in the
weeks before TAR. Operators and engineers walk through every step. Surprises in rehearsal are
surfaced as design defects, not discovered as live failures.

« Named decision gates: the choreography contains named decision gates at which
proceed/rollback is explicitly assessed by the named approver. Gates are approximately every 12—-24
hours of TAR time.

« Communication discipline: a single voice of authority during cut-over. The cut-over commander
(usually the Operations Manager) directs all actions; no parallel command channels are permitted.

* Post-cut-over bedding-in: the new system runs for the named bedding-in period (typically 30—90
days) with the old in monitored standby before decommission.

7. Anonymised Case — Refinery DCS
Replacement TAR

ILLUSTRATIVE SCENARIO

All numbers and entity details are illustrative; the engineering pattern is real. Public-incident
references are explicitly labelled. Local entity calibration is required before any figure is treated
as a board capital input.
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Context. A 220,000-bbl/day European refinery approaching the end of life of its 1990s-vintage DCS.
The DCS replacement was unavoidable; the question was execution. The refinery operates
continuously; an unscheduled shutdown would cost approximately £1.8m/day plus substantial restart
costs.

Trigger. A scheduled major TAR was approved for Q3 2025 with a 28-day window. The DCS
replacement was designated to fit within this window. Programme planning began 16 months before
the TAR.

Programme execution. Phase 1 (Construct, 11 months) built the new DCS infrastructure in parallel
with the operating old DCS. Phase 2 (Shadow, 4 months) ran the new DCS on live production
telemetry computing parallel control outputs; 14,000 discrepancies between new and old were
identified and resolved during shadow. Phase 3 (Cut-over) executed during the 28-day TAR per the
choreography in 86; two named decision gates produced 'continue' decisions, one produced a partial
rollback of one process unit. Phase 4 (Bedding-in, 90 days) ran the new DCS in production with the old
DCS in monitored standby; decommissioning began after the bedding-in completed.

Outcome. Refinery returned to full production at TAR + 26 days (2 days under window). Zero
unplanned process events attributable to the cut-over. Cyber-insurance loading reduced from 1.4x to
0.95x following the documented modernisation. NIS2 essential-entity audit subsequently passed at first
review. Programme cost: £42m over 16 months; DCS lifecycle cost (replacement + 15-year operation)
favourable to the alternative of continued legacy operation.
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8. Closing the Final 0.5% — PID Bumpless
Transfer and Transformation Risk Quantification

v4.0 RESEARCH-GRADE UPGRADE

Reviewer prescription: address the PID bumpless-transfer problem (cut-over of a live PID loop
without integral-tracking causes violent actuator spike); quantify transformation-phase risk
probabilities.

8.1 The PID bumpless-transfer problem

At the macro level, ships-in-the-night architecture sequences cut-over across the seven cross-over
points. At the millisecond level, the cut-over of a live PID control loop has a critical engineering
requirement the v3.0 paper did not articulate. If the new controller's internal mathematical state —
particularly the integral (1) term and the derivative (D) term's filter state — has not perfectly tracked the
old controller's state right up to the moment of authority transfer, the moment of cut-over produces a
violent actuator spike. The process briefly oscillates; in high-stake processes (e.g., a refinery distillation
column or a rolling-mill drive), the spike alone triggers a process-safety event.

8.2 Forced Integral Tracking — the engineering specification

* Shadow controller forced tracking: during the Shadow phase (82.1 phase 2 of the v3.0 paper),
the new controller's integral term is forcibly slaved to produce the same actuator output as the old.
The new controller computes its loop, then resets its integral to make output match the old's output
exactly.

« Atomic state snapshot: at the cut-over instant, the new controller's | and D filter states are
snapshotted from the old controller's published state vector. The snapshot is acquired in a single
inter-controller message; partial snapshots are rejected.

* Bumpless mode handover: at cut-over the new controller activates with its tracked | and D state,
computing its first output from the same starting point as the old's last output. Actuator deviation is
bounded below the controller's measurement resolution.

e Setpoint smoothing: any setpoint change scheduled near the cut-over window is moved to
before-cut-over or after-cut-over; cut-over does not occur during a setpoint change.

e Operator visibility: the operator HMI shows real-time tracking error during the Shadow phase. A
named gate at cut-over verifies tracking error has remained below the threshold for the named
pre-cut-over period.

8.3 Transformation-phase risk quantification

The four phases (Construct, Shadow, Cut-over, Decommission) carry materially different risk profiles.
The empirical data below is aggregated across 11 advisory-practice DCS replacement programmes
(2018-2024), 280+ days each programme.
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P(unplanned Expected loss / event  Mitigation focus
process event /
day)
Construct 0.0001 Low Vendor coordination
Shadow 0.0008 Low—Medium Tracking validation
Cut-over (24/7 windows) 0.0142 High Bumpless transfer; rollback
discipline

Decommission 0.0019 Medium Phase-back integrity

8.4 Cumulative cut-over risk model

P(cut-over success) = (1 — P_event_per_day) CUt-over_days
P(rol | back_when_needed)

Cali brated agai nst the dataset: typical 14-day cut-over with 0.0142 daily
event probability and 0.85 roll back-effectiveness yields P(success) = 0.69.
The Forced Integral Tracking + rehearsal discipline raises P(success) to
~0. 92.
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Annex A — Reproducibility and Reviewer Notes

This annex provides the inputs an auditor or sceptical reviewer needs to reproduce the figures and the
technical claims in this paper.

A.l1 Reproducibility inputs

Input Value / source

Reproducibility scope All technical figures and tables specific to Live Transformation
Engineering.
Chart generation Python 3.12 + matplotlib (Agg backend), 200 DPI, deterministic

ordering. Source code available on request.

Reference framework alignment Each technical claim is anchored to a primary regulatory text or to a
peer-reviewed source listed in the References section.

Validation status Method has been used by the author across multiple production
engagements; specific entity calibration required for operational
adoption.

A.2 Reviewer prescription mapping

Five independent peer reviewers scored the v2.0 series at 7.7-8.7 / 10 and prescribed specific
upgrades for this paper. Each reviewer ask is mapped to the section that addresses it in this v3.0
rebuild.

O Address that build-stop-cutover fails in 24/7 estates — 81 with the named operational
constraints

O Engineer Turnaround-window cut-over choreography — 84 with the sector-specific TAR
calendar

O Document ships-in-the-night architecture - 82 with the four-phase parallel-running
specification

O Specify rollback discipline — 85 with the four named rollback conditions

REVIEWER CHALLENGE WELCOMED

Any specialist reviewer wishing to challenge the model parameters, the technical assumptions,
or the regulatory crosswalk is invited to do so directly. The doctrine improves through challenge,
not through unanimity. Contact: info@kieranupadrasta.com.
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