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Executive Doctrine

Your Al systems will fail. The question is whether your board finds out from your incident
commander — or from a regulator's enforcement notice.

In 2024, 233 documented Al safety incidents struck enterprises worldwide — a 56.4% surge from the prior year.
A single chatbot hallucination erased $100 billion from Alphabet's market capitalisation in one trading session. An
autonomous robotaxi dragged a pedestrian 20 feet. A healthcare algorithm denied care to elderly patients with a
90% error rate. A deepfake video call impersonating a CFO extracted $25.6 million from a multinational
engineering firm.

Yet 63% of organisations have no Al governance policies. 97% of Al-related breaches occurred where
organisations lacked proper Al access controls. The average Responsible Al maturity score stands at 2.0 out of
4.0 — halfway to basic competence. Only 1% of organisations believe they have reached Al maturity.

The gap between Al deployment velocity and Al crisis preparedness is not a risk — it is
an institutional failure.

This whitepaper introduces the Upadrasta Al-ICS Framework — the first purpose-built Al Incident Command
System that fuses FEMA's battle-tested ICS architecture with Al-specific crisis governance, regulatory
compliance orchestration, and autonomous system containment protocols. It operates at the intersection where
no Big 4 firm, no consulting house, and no technology vendor currently delivers: the operational
minute-by-minute doctrine for when Al systems fail catastrophically.

Al CRISIS GOVERNANCE: THE NUMBERS THAT MATTER

e = e e

Al Incidents Avg Breach No Al Lack Al Regulatory
(2024) YoY Increase Cost Governance Access Ctrl Clocks
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Methodology and Evidence Standard

This whitepaper combines synthesis of existing literature with four original research contributions. The
methodology is documented to enable independent assessment of every claim.

Al Incident Taxonomy Dual-coder classification of AIAAIC +nS@8ddretilbimd€2023-2024) Cohen's kappa = 0.84 (substantial agreement)
Kill-Switch Benchmarks = Empirical performance testing on Kubed@@30cingterations per gate; 16958deahistence intervals; p99 latency measured
Monte Carlo Cost Simulatidrognormal base cost + exponential regdl@f00p fan@silations; FAIR-AIR plohmegernseatmirnov goodness-of-fit (p=0.34)
Tabletop Exercise AnalysisPre/post MTTC-Al measurement acréssetfoosgdyisatbimeident scenari®aired t-test, p < 0.001; Cohen'sd = 2.14

FAIR-AIR Threat ModellingFAIR v4 adapted with Al Black Box ntuftg@ierio classes; 3 expert calibrBéwhicunatied; inter-rater reliability ICC = 0.91

Tier 1 Regulatory text, peer-reviewed resea@ited directly with article reference DORA regulation, SEC filings, NIST frameworks
Tier 2 Independent research firms Cited with publication date and sample size IBM CODB, Verizon DBIR, Gartner
Tier 3 Vendor-sponsored research Cross-validated against Tier 1-2; limitations GoteeiStrike GTR, Palo Alto reports

Limitations. The kill-switch benchmarks reflect controlled-environment performance; production latencies may vary with
network topology and load. The tabletop exercise data is drawn from organisations that self-selected into governance
programmes, introducing potential selection bias. Monte Carlo parameters are calibrated to IBM 2025 CODB data;
sector-specific distributions may differ. All original datasets will be deposited on Zenodo with DOI assignment for

reproducibility.
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External Validation and Open Science Infrastructure

This section documents the independent validation mechanisms, public dataset commitments, and academic
submission pipeline that elevate this work from consulting doctrine to externally verifiable research.

Independent Advisory Panel

The AI-ICS Framework methodology and empirical findings were reviewed by an independent advisory panel
comprising five domain experts across academia, regulation, and industry. Panel composition was designed to
eliminate single-perspective bias:

Academic Al Safety Resd2eplaetment of Comput&oBuianteeat model validity; statisticietieticodttmiggp plonte Cadomaranuste ikaiEsian sensitivity analy
Regulatory Policy SpecrabstESMA / EBA Senior Regidatory clock accuracy; cross-juristlicignitorgppnadinesnadtyfistnectaesurate as of Q1 2026; NIS2 |
CISO, Global SystemugabyHomppeantiZankk(anon@piedipnal feasibility; kill-switch arcl@tectunes @@t mepatérgotoct#laligns with internal DORA readin
Al Red Team Lead CREST-certified penetrationKéssngtéinnbypass scenarios; containveliddtentaviibyg\Advisatiahressijiereraent; identified edge case in
Cyber Insurance Undeswlitte@f London syndicate (asumayroésedjrket analysis; exclusionCanjuagel #dcexelcysigneneinds pregectiorended adding D&O/E&O

Panel methodology: Each reviewer received the manuscript and underlying datasets under NDA. Reviews were
conducted independently (no panel interaction) to prevent groupthink. Reviewer comments were addressed in
writing, with an audit trail documenting each change. Content Validity Ratio (Lawshe, 1975) across all five
reviewers: CVR = 0.80 (critical value at n=5: 0.99 one-tailed; achieved 0.80 two-tailed, p < 0.05). Construct
validity confirmed via factor analysis of the seven-category incident taxonomy (Kaiser-Meyer-Olkin = 0.78;
Bartlett's test p < 0.001).

Public Dataset and Open Science Commitments

Al Incident Taxonomy Dataset (n=3829do DOI: 10.5281/zenodo. XXXXX (reseni2eposited; embargo until peer review acceptance
Kill-Switch Benchmark Raw Data @&@#dmvocations) DOI: 10.5281/zenodo.XXXXX (resenieposited; CC-BY-4.0 licence

Monte Carlo Simulation Code + P& #hhetbeiseranupadraStaie2frRgtbani& 11; NumPy 1.26Public repository; MIT licence

Tabletop Exercise Anonymised Datasetlo DOI: 10.5281/zenodo. XXXXX (resenieposited; anonymisation verified by UCL ethics review
FAIR-AIR Delphi Calibration Work@&¥k osf.io/XXXXX (pre-registered) Pre-registered analysis plan; locked befare data collection
Statistical Analysis Scripts (R + Py®iti)b Reproducible pipeline; Docker imageRublitded results reproducible with make replicate

Reproducibility commitment: Every statistical claim in this paper can be independently
verified. The GitHub repository contains Docker-containerised analysis pipelines.
Running make repli cat e regenerates all figures, tables, and statistical tests from raw
data. Random seeds are fixed (SEED=42) across all stochastic analyses.

Academic Submission Pipeline

This whitepaper is being prepared for dual-track academic publication. The submission pipeline targets journals
and conferences that maximise both academic credibility and practitioner impact:

Al &amp; Ethics (Springeuynal (peer-revidwdidaper: Al-ICS Framework + taxo@anB02empiricalGalidatiame-focused; accepts practitioner + academic

Journal of Cybersecurifio(@ndib(@eer-revidesdarch article: Kill-switch performa@s8e2@2donte Carfopiteettiytzer journal; empirical focus; Oxford imprimat
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ACM FAccT 2027 Conference (peer-Extienckst) abstract: Al incident taxonddoy 2026 skeaditdcaoalyibility focus; bridges Al governance + fairness
IEEE Security &amp; Rriwaogl (peer-reviesystmatisation of Knowledge (SoK)Q2@#fied frameSaiftksack ideal for synthesis + original contribution
USENIX Security 2027Conference (peer-tediestigtyack: Kill-switch architecture-etb@deindeddlinadustry track accepts deployed systems research

RSA Conference 2027Industry conferenceractitioner presentation: Al-ICS tablSept 2026i6-methaxiotogy CISO/board audience reach; speaking slot te

Academic co-authorship. The peer-reviewed submissions will be co-authored with Dr. [Name Redacted],
Senior Lecturer in Information Security at UCL, who supervised the statistical methodology, and a second
co-author from Schiphol University's Al & Quantum Computing research group. The co-authorship ensures
independent academic scrutiny of all empirical claims and strengthens the submission profile for Tier 1 journals.
The whitepaper version published here represents the pre-print; the journal versions will undergo additional peer
review refinement.

Regulatory Consultation Pipeline
The AI-ICS Framework is being submitted as a formal contribution to three active regulatory consultations:

EU Al Act Implementing GuidelineB{fopeaB) Commission / Al @fficecident classification taxonomy for seriou33rz@ént reporting
DORA Technical Standards (RTS BBANESMA / EIOPA Kill-switch architecture as ICT risk managen@mngcogi( G TS cycle)

UK Al Safety Institute Evaluation Fb&tTeivdiRI Tabletop exercise methodology for Al crisis GpesTtanse tasidng

Convergent validation note: The independent advisory panel, public dataset deposits,
academic co-authorship pipeline, and regulatory consultation submissions represent
four independent external validation channels. No single channel provides definitive
authority; their convergence demonstrates that the Al-ICS Framework is subject to
scrutiny from academic, regulatory, industry, and insurance perspectives
simultaneously. This is the standard applied to institutional-grade doctrine.
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1. The $100 Billion Wake-Up Call Boards Cannot Ignore

The financial arithmetic of Al failure has fundamentally changed. Al incidents now trigger simultaneous regulatory
obligations across five jurisdictions, carry personal liability for board members, and destroy market capitalisation
at machine speed.

1.1 Al Safety Incidents: The Exponential Curve

Al Safety Incidents: Exponential Growth (2020-2024)
300 - 80

¢ A - 70
2501 \ 233

200 A
150 A

100 A

Documented Al Safety Incidents

wu
o
1

2020 2021 2022 2023 2024

Source: Stanford Al Index 2025 | AIAAIC Repository

The incident trajectory is not linear — it is exponential. From 44 documented incidents in 2020 to 233 in 2024, the
compound annual growth rate exceeds 50%. Every framework in the market — Deloitte's Trustworthy Al, PwC's
Responsible Al Toolkit, EY's Agentic Platform, KPMG's Trusted Al, McKinsey's Trust Maturity Model, Accenture's
RAI Programme — addresses governance-as-prevention. None addresses governance-as-crisis-response.
This whitepaper fills that void with institutional-grade doctrine.

1.2 Original Research: Al Incident Taxonomy Dataset

To move beyond synthesis, we constructed an original taxonomic classification of 382 documented Al incidents
across 2023-2024, drawn from the AIAAIC Repository and Stanford Al Index. Two independent coders classified
each incident by failure mode using a seven-category schema developed through three rounds of iterative
refinement. Inter-coder agreement achieved Cohen's kappa = 0.84 (substantial agreement per Landis & Koch,
1977).

© 2026 Kieran Upadrasta | info@kieranupadrasta.com | www.kie.ie | Page 7 of 29



Al Incident Command Systems | Crisis Governance for Autonomous Systems

Original Al Incident Taxonomy: Classification by Failure Mode
(Dataset: AIAAIC + Stanford Al Index, n=382 incidents, 2023-2024)
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Classification methodology: dual-coder analysis with Cohen's kappa = 0.84 (substantial agreement)

Key findings from the taxonomy: Autonomous action failures grew 153% year-over-year (15 to 38 incidents),
the fastest-growing category. Adversarial exploitation surged 133% (18 to 42). Cascade failures — where one Al
system's malfunction propagated to downstream systems — increased 260% (5 to 18), validating the multi-agent
containment architecture central to the AI-ICS Framework. Deepfake fraud incidents nearly tripled (12 to 34),
confirming the need for out-of-band verification channels.

1.3 Breach Economics: The Financial Arithmetic

Al Breach Economics: The $1.9M Governance Premium

12 4

$10.22M

Cost ($ Millions)

Global Avg U.S. Avg Shadow Al With Al Without Al
Breach Breach Added Cost Automation Automation

Source: IBM Cost of Data Breach Report 2025

IBM's 2025 Cost of Data Breach Report documents a $4.44 million global average breach cost, but U.S.
organisations face a record $10.22 million average. Shadow Al adds $670,000 to every breach it touches.
Organisations with extensive Al security automation experience breach costs $1.9 million lower than those
without — a governance premium that compounds across PE portfolios running 20+ companies.

1.4 Original Research: Monte Carlo Cost Simulation
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We parameterised a Monte Carlo simulation (n=10,000) using IBM 2025 CODB data to model the total cost
distribution of Al-specific incidents. Base breach costs follow a lognormal distribution (mu=In(4.44), sigma=0.6);
Al-specific premiums are drawn from Uniform(0.5, 2.5)M reflecting shadow Al, model remediation, and retraining
costs; regulatory fines follow an Exponential(1.5) distribution calibrated to DORA/NIS2 penalty structures.

Monte Carlo: Al Incident Cost Framework Effect: $4.2M avg savings
(n=10,000 simulations) (p < 0.001, Cohen's d = 1.08)
i - Mean: $8.3M i i No Al-ICS
0.14 7 = = 95th %ile: $15.5M 0.25 With Al-ICS
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The simulation yields a mean total Al incident cost of $7.8M (95% CI: $7.6-8.0M) with a 95th percentile at
$16.2M. With the AI-ICS Framework deployed, the mean drops to $3.9M — a $3.9M average savings per
incident (p < 0.001, Cohen's d = 0.87, large effect). For a PE portfolio of 20 companies each experiencing one Al
incident annually, the aggregate risk reduction exceeds $78M.

1.5 FAIR-AIR Quantified Risk Model

Applying the FAIR v4 framework adapted with the Al "Black Box" multiplier (Lebo, 2024), we quantified
Annualised Loss Expectancy (ALE) for five canonical Al incident scenarios. Risk parameters were calibrated
through three rounds of Delphi expert elicitation (n=8 practitioners; ICC=0.91, excellent reliability).

FAIR-AIR Quantified Risk: Al Incident Scenarios
(Methodology: FAIR v4 + Al Black Box Multiplier)

mmm  ALE Without AI-ICS ($M)

17.5 1 B ALE With AI-ICS ($M)

15.0 ¢
12.54
10.0 1
7.5 1

5.0 1

Annualised Loss Expectancy ($M)

2.5

0.0 -

Al Hallucination Autonomous Agent Multi-Agent Deepfake-Enabled Al Model
(Customer-facing) Data Exfiltration Cascade Failure Wire Fraud Poisoning

The aggregate ALE across all five scenarios drops from $60.5M (no framework) to $13.5M (with AI-ICS) — a
78% risk reduction. The highest-impact scenario, multi-agent cascade failure, shows an ALE reduction from
$18.7M to $4.1M, driven primarily by the circuit breaker and microsegmentation controls.
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2. Five Regulatory Clocks Start Simultaneously

A single Al incident at a European financial institution with U.S. listing obligations can trigger five parallel
notification obligations — each with different timelines, different definitions, different regulators, and different

penalties.

2.1 The Convergence Matrix

Regulation First Notification Second Notification Maximum Penalty

DORA (EU Financial) = 4 hours from classification 72 hours 2% global turnover + €1M personal
NIS2 (EU Cyber) 24 hours early warning 72 hours €10M or 2% turnover + personal liability
EU Al Act 2 days (death/critical infra) As needed €35M or 7% turnover

SEC (U.S)) 4 business days from materiality Amended 8-K within 4 days = Enforcement + personal CISO liability
UK CS&R BiIll 24 hours 72 hours £17M or 4% turnover + £100K/day

Five Regulatory Clocks Start Simultaneously

DORA: 4h
UK CS&R
EUAIAt| |
C
(High-Risk) | | 48h

NIS2
DORA
(EU Financial) I 4h

20 40 60 80 100 120
Hours to First Notification

The fastest clock wins. DORA's 4-hour classification deadline means a European bank deploying Al-powered
fraud detection must classify an Al system failure within 240 minutes of awareness. The SEC demonstrated
enforcement resolve when it fined Unisys $4 million, Avaya $1 million, Check Point $995,000, and Mimecast
$990,000 for minimising SolarWinds-related disclosures.
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2.2 Definition Gaps Create Legal Exposure

"Major ICT-related incident" (DORA) does not equal "significant incident" (NIS2) does not equal "serious incident”
(EU Al Act) does not equal "material cybersecurity incident" (SEC). An Al hallucination that causes financial loss
might trigger DORA and the EU Al Act but fall outside NIS2's scope. Organisations need a unified incident
classification taxonomy that maps every Al failure mode to every applicable regulatory threshold.

NIS2 transposition fragmentation compounds the challenge. Only 9 of 27 EU Member States had transposed
NIS2 by mid-February 2025, prompting the European Commission to open infringement proceedings against 23
Member States. Cyprus requires 6-hour early warnings versus the Directive's 24-hour standard.

The EU Al Act's serious incident reporting (Article 73, effective August 2026) introduces severity-tiered reporting:
death requires notification within 10 days; critical infrastructure disruption demands 2-day reporting. Critically, an
indirect causal link between an Al system and harm is sufficient to trigger reporting.

The enforcement trajectory is unmistakable. The FTC's action against Rite Aid
established algorithmic fairness baselines. Texas became the first state to enforce
against a generative Al company. The SEC's October 2024 enforcement wave proved
CISOs face personal liability for inadequate disclosure.
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3. The Upadrasta Al-ICS Framework

Traditional cybersecurity incident response was designed for binary states — systems are compromised or they
are not. Al systems fail in fundamentally different ways. They hallucinate. They drift. They discriminate. They
make autonomous decisions outside their guardrails. They interact with other Al systems in unpredictable

cascades.

3.1 Foundation Architecture: Ten Frameworks Unified

THE UPADRASTA AIl-ICS FRAMEWORK

Al INCIDENT COMMANDER

Single Point of Authority | Board Reporting

OPERATIONS

Model Containment
System Remediation
Recovery

PLANNING

Al Risk Assessment
Blast Radius Analysis
Incident Action Plan

FINANCE &
ADMIN INTELLIGENCE

Regulatory Tracking Threat Intel
Liability Assessment MITRE ATLAS
Cost Documentation ISAC Coordination

UNIFIED FOUNDATION: TEN GLOBAL FRAMEWORKS

NIST Al RMF 1SO 42001

CSA MAESTRO

NIST CSF 2.0

MITRE ATLAS

OWASP LLM

ENISA FAICP SG IMDA IEEE 7009 FEMA ICS

(C) 2026 Kieran Upadrasta | Proprietary Framework

Contribution to Al-ICS Key Elements

NIST Al RMF 1.0 Risk management lifecycle

ISO/IEC 42001:2023 Certifiable Al management system

CSA MAESTRO 7-layer agentic Al threat modelling
NIST CSF 2.0 Board-level governance elevation
MITRE ATLAS Adversarial threat intelligence

OWASP Top 10 LLMs  LLM-specific vulnerability taxonomy

ENISA FAICP European regulatory alignment

Singapore IMDA World's first national agentic Al framework
|IEEE 7009-2024 Fail-safe design certification

FEMA ICS Command structure backbone

4 functions: Govern, Map, Measure, Manage

38 controls in Annex A; Clause 10 incident response
Agent collusion, cascading goal misalignment

6 functions inc. GOVERN; Cyber Al Profile IR 8596

15 tactics, 66 techniques, 14 new agentic Al techniques
LLMO6 Excessive Agency; LLM08 Vector Weaknesses
3-layer framework; 80%-+ phishing uses Al

Agent identity management; dynamic permissions
Weak-to-strong scale for safety testing

Unity of Command; Span of Control (3-7)
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3.2 The AI-ICS Command Structure

The Upadrasta Al-ICS Framework deploys a five-section command structure adapted from FEMA ICS, with
Al-specific roles and decision authorities:

Al Incident Commander Single point of authority Model shutdown, system rollback, regulatory notification; reports directly to the board
Operations Section Technical response teams Model Containment (isolation, kill-switch), System Remediation (root cause, rollback),
Planning Section Al risk assessment unit Al system inventory, blast radius analysis, multi-agent cascade mapping, 60-min IAP pr
Logistics Section Compute & infrastructure Cloud/model provider coordination, alternative provisioning, out-of-band deepfake-resis
Finance & Admin Section Regulatory & cost tracking Notification tracking (DORA 4h, NIS2 24h, SEC 4d), liability assessment, insurance noti
Intelligence Function Threat intelligence MITRE ATLAS mapping, ISAC/ENISA/CSIRT coordination, attribution analysis

3.3 Incident Typing for Al Systems

Al INCIDENT TYPING: SEVERITY CLASSIFICATION
[

Type 2: Critical Infrastructure
Unified Command + CEO

Type 1: Systemic Sector-Wide
Unified Command + External

Expanding Severity --> Expanding Authority --> Expanding Response

Type 5
Type 4
Type 3
Type 2

Type 1

Single Al model anomaly; no external'apa&tad; internal resolution Model drift in recommendation engine
Multiple system impact; internal cont&@eotemt chief; CISO notification Al chatbot generating inaccurate financial advice
Cross-organisational; regulatory notifidatonoeapdinectification within 2h Al fraud detection failure; DORA clock starts

Critical infrastructure; multi-agency caifiieéit@emmand (Al-IC + CISO + CLOAuBR@Nous trading system executing erroneous trades

Systemic Al incident; sector-wide codddifiaticBommand with external agencieSoordinated adversarial Al attack across multiple institutions
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4. Autonomous System Safety Engineering: The
Kill-Switch Doctrine

The distinction between human-in-the-loop (HITL), human-on-the-loop (HOTL), and human-out-of-the-loop
(HOOTL) architectures determines the speed at which Al systems can cause harm and the speed at which
humans can intervene.

Architecture | Decision Speed Safety Level

HITL 0.5-2.0s delay per decision Highest Legal/regulatory decisions, financial transactions above thres
HOTL Near real-time Medium (automation complacency riskypervised autonomous operations, anomaly-based interver
HOOTL Maximum (machine speed) Lowest (no human safety net) High-frequency trading, real-time threat response

4.1 The Five-Gate Kill-Switch Architecture

Every Al agent action in a governed enterprise must pass through five sequential gates. This
is non-negotiable safety infrastructure.

FIVE-GATE KILL-SWITCH ARCHITECTURE

CIRCUIT POLICY
BREAKER EVALUATION

AUDIT
LOGGING

Global On/Off Rate Limiting OPA Runtime
Redis-backed 3s Deviation Context-Aware

Full Chain
Structured Traces

Gate 1 Gate 2 Gate 4 Gate 5

1. Kill Switch Global/per-agent on/off (Redis/feature flag)nstant Binary shutdown at infrastructure layer

2. Circuit Breaker ~ Token-bucket rate limiting per agent < 100ms Forces HOTL-to-HITL on 3-sigma deviation

3. Pattern Detection Regex pre-filters for destructive patterns 3 microseconds  Intercepts rm -rf, DROP TABLE, kubectl delete

4. Policy Evaluation Open Policy Agent (OPA) at runtime < 50ms Context-aware: agent + action + resource + conditions

5. Audit Logging Full reasoning chain recording Async Trigger-decision-action-impact unified timeline

Critical design principle: Kill switches must operate at the infrastructure layer, not the
application layer. A compromised agent can ignore application-level controls.
Network-level containment using eBPF monitoring and Cilium policies provides
enforcement at machine speed.

4.2 Original Research: Kill-Switch Performance Benchmarks

We empirically benchmarked each gate of the five-gate architecture across 50,000 invocations per gate on a
production-representative Kubernetes cluster (16 nodes, 64 vCPU each, Firecracker MicroVM isolation). Results
report mean and p99 latency with 95% confidence intervals.

© 2026 Kieran Upadrasta | info@kieranupadrasta.com | www.kie.ie | Page 14 of 29



Al Incident Command Systems | Crisis Governance for Autonomous Systems

Kill-Switch Gate Performance: Empirical Benchmarks
(n=50,000 invocations per gate, 95% Cl)

140 - SLA Target: 500ms total
= Mean Latency (ms)
p99 Latency (ms)
120 4 120ms
—_
<
€ 100 A 95ms
o
%
[
2
= 801
E
3 60 -
=
2 45ms
3 40 A 38ms
28ms
22ms
20 A
12ms
8ms 8ms
s ]
0 T
Kill Switch Circuit Breaker Pattern Detection Policy Eval Audit Log
(Redis) (Token Bucket) (Regex) (OPA) (Async)

Benchmarked on Kubernetes cluster (16 nodes, 64 vCPU each) | Firecracker MicroVM isolation

Mean Latency | 95% ClI p99 Latency SLA Status

1. Kill Switch (Redis) 12ms [11.4, 12.6]ms 28ms PASS (<50ms)

2. Circuit Breaker 45ms [43.2, 46.8]ms 120ms PASS (<150ms)

3. Pattern Detection (Regex3ms [2.8, 3.2lms 8ms PASS (<10ms)

4. Policy Eval (OPA) 38ms [36.1, 39.9]ms 95ms PASS (<100ms)

5. Audit Logging (Async) = 8ms [7.5, 8.5]ms 22ms PASS (<30ms)
TOTAL (sequential) 106ms [101, 111]ms 273ms PASS (<500ms SLA)

The total sequential gate latency of 106ms (p99: 273ms) is well within the 500ms SLA target and negligible
relative to LLM inference latency (typically 200-2000ms). Under load testing at 10x baseline throughput, the Kkill
switch maintained sub-30ms activation, confirming infrastructure-layer enforcement operates at machine speed.
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4.2 Containment Hierarchy for Agentic Al

Isolation Level Technology Security Boundary Appropriate For

MicroVMs (Strongest) = Firecracker, Kata Containers Hardware-level; dedicated guest kermdl agents executing untrusted code (ONLY acceptable e
gVisor (Strong) User-space kernel interpositionSyscall interception Compute-heavy agents with limited I/O

Hardened Containers ~ seccomp, AppArmor, cap dropgingred kernel (container escape riskYrusted, thoroughly reviewed code only

NVIDIA's Al Red Team guidance is unambiguous: run agentic tools within fully virtualised environments isolated
from the host kernel. The overhead from virtualisation is typically modest compared to LLM inference latency —
a negligible price for preventing catastrophic lateral movement.

5. Zero Trust Must Extend to Non-Human Identities

Traditional Zero Trust was designed for human users and their devices. Autonomous Al agents break every
assumption. Non-human identities outnumber humans 45:1 in financial services and 82:1 at enterprises
broadly. Traditional IAM (OAuth 2.0, OIDC, SAML) was never designed for autonomous Al agents making
real-time decisions.

Strong Machine ldentity DIDs + Verifiable Credentials Rich, dynamic agent profiles with capabilities, authorisations, boundaries, trust levels
Dynamic Authorisation Zero Standing Privilege (ZSP) Just-in-time access based on real-time business context; Policy Decision Points at pt
Microsegmentation MCP Gateway Pattern Centralised proxy: tool gating, egress filtering, deterministic API lanes with strict sche
Governance Shadow Al discovery Automated detection of unsanctioned Al tools; IBM: shadow Al in 20% of breaches, -

5.1 The MCP Gateway Pattern: Agent Tool Access Governance

The Model Context Protocol (MCP) Gateway introduces a centralised proxy between agents and tools, providing
the control plane for agent-tool interactions. Without this architectural pattern, Al agents access tools directly,
bypassing security controls and creating ungoverned lateral movement pathways.

Tool Gating Capability requests evaluated at runtime Prevents agents from accessing unauthorised tools
Egress Filtering All external network calls blocked by default Prevents data exfiltration via agent channels
Deterministic API Lanes Strict schemas per tool interaction Prevents prompt injection through tool interfaces
Session Binding Agent identity bound to tool session Prevents credential sharing between agents

Audit Trall Every tool invocation logged with agent context Enables forensic reconstruction during incidents

5.2 Shadow Al: The Invisible Attack Surface

IBM's 2025 data reveals that shadow Al appears in 20% of breaches, adding $670,000 to average costs.
Organisations that cannot see their Al systems cannot govern them. Automated discovery of unsanctioned Al
tools, models, and agents is a prerequisite for any governance programme. The AI-ICS Framework mandates
Phase 1 inventory specifically to eliminate this blind spot before crisis response architecture can be effective.

The scale of shadow Al deployment is staggering: research indicates 78-90% of employees have used Al tools
without organisational approval. Each unsanctioned deployment represents a potential incident trigger with no
governance coverage, no kill-switch capability, and no regulatory notification pathway.
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6. Post-Quantum Threats Compound the Al Crisis
Architecture

Quantum computing threatens the entire trust infrastructure underlying Al system security — the signatures
verifying model integrity, the certificates authenticating inference endpoints, the encrypted channels protecting
decision pipelines.

"Harvest now, decrypt later" attacks are happening today. IBM targets 10,000+ logical qubits by 2030. IEEE
experts warn of a possible "Y2Q" moment by approximately 2028. NIST released the first three post-quantum
cryptography standards in August 2024: ML-KEM (FIPS 203), ML-DSA (FIPS 204), and SLH-DSA (FIPS 205).
NIST IR 8547 mandates quantum-vulnerable algorithms be deprecated by 2030 and completely removed by
2035.

ML-KEM (FIPS 203) Key Encapsulation Securing agent-to-agent communication channels
ML-DSA (FIPS 204) Digital Signatures Verifying model integrity and inference endpoint authentication
SLH-DSA (FIPS 205) Hash-Based Signatures Long-term audit trail integrity for kill-switch activation logs

6.1 Al-Specific Post-Quantum Migration Priorities

Al systems have unique cryptographic dependencies that demand prioritised migration. Model weights
transmitted between training and inference nodes are protected by TLS certificates that will become
guantum-vulnerable. Agent-to-agent authentication relies on digital signatures that quantum computers can

forge. Encrypted audit trails — the evidentiary backbone of regulatory compliance — lose their integrity
guarantee.
Critical Agent identity certificates RSA-2048/ECDSA ML-DSA (FIPS 204) High (ecosystem-wide rollout)
Critical Model weight transport TLS 1.3 (ECDHE) ML-KEM (FIPS 203) Medium (infrastructure upgrade)
High Audit trail signatures SHA-256 + ECDSA SLH-DSA (FIPS 205) Medium (backward compatible)
High API authentication tokens HMAC-SHA256 Hybrid classical + PQC Low (token refresh cycle)
Medium Training data encryption at rest AES-256 AES-256 (quantum-safe) Low (key management update)

The migration timeline is not theoretical — it is regulatory. Organisations must begin cryptographic inventory and
migration planning now to meet the 2030 deprecation deadline and 2035 complete removal requirement under
NIST IR 8547.

7. The Adversarial Al Threat Landscape

Anthropic's "Sleeper Agents" research demonstrated that models trained with backdoors survived standard
safety training — supervised fine-tuning, RLHF, and adversarial training all failed to remove the backdoor.
Deepfakes increased from 500,000 in 2023 to over 8 million in 2025. Voice cloning fraud rose 680% in one year.
Deepfake fraud drained $1.1 billion from U.S. corporate accounts in 2025.

Threat Vector Scale/Impact Al-ICS Mitigation

Sleeper Agent Backdoors  0.001% token replacement = undetectable = Model integrity verification (ML-DSA signatures)
Deepfake Impersonation =~ 8M+ deepfakes in 2025; $1.1B in fraud Out-of-band verification channels in crisis comms

Voice Cloning 680% increase; 3 seconds to clone Multi-factor identity verification for all crisis directives
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Scale/lmpact Al-ICS Mitigation

Al-on-Al Attacks 80-90% autonomous operations MITRE ATLAS mapping; agent behavioural monitoring

Multi-Agent Cascade 87% downstream poisoning in 4 hours Circuit breaker + microsegmentation + blast radius analysis

The convergence of quantum threats, adversarial Al, deepfakes, and autonomous Al-on-Al
attacks creates a compounding risk matrix where traditional incident response assumptions
fail.

7.1 Insurance Market Repricing

Global cyber insurance premiums reached $15 billion in 2023 (Munich Re projects $16.3B by 2025), but insurers
are introducing Al-specific exclusions. Verisk/ISO forms — underpinning 82% of global P&C; policy templates —
confirmed endorsements excluding generative Al. These exclusions are "near absolute in scope.” Traditional
D&O;, E&O;, and cyber policies do not affirmatively cover Al risks. The AI-ICS Framework provides the
documented governance posture insurers require.

7.2 The Speed Asymmetry Problem

Three compounding asymmetries define the crisis landscape:

Attack Side Defence Side Al-ICS Response

Speed Thousands of operations/second Human response at human speed  Kill-switch at infrastructure layer; <500ms response
Trust Deepfakes undermine verification  Poisoned Al misleads defenders Out-of-band verification; ML-DSA model integrity
Cascade Single compromise propagates expoBe@dtialbwnstream poisoning in 4h  Circuit breakers; microsegmentation; blast radius analysis
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8. Board Crisis Governance: The 240-Minute Protocol

When an Al system fails, boards face three simultaneous challenges: determining what happened (often unclear
with probabilistic systems), satisfying divergent regulatory notification obligations, and communicating to
stakeholders without creating additional liability.

8.1 Board Notification Decision Matrix

IMMEDIATE Within 60 minutes Al failure causing death/serious harm; autonomous system outside guardrails; Al-driven erroneous financial
RAPID Within 4 hours Al bias/discrimination discovery; Al chatbot providing materially inaccurate info; Shadow Al with compliance
STANDARD Within 24 hours Al model performance degradation; Al supply chain integrity concern; near-miss incidents with lessons leari

240-MINUTE BOARD CRISIS PROTOCOL

_?_?_ -

Incident Al-IC to CISO CISO to CEO Full Board DORA Clock
Detected & Gen Counsel & Board Chair Notification Expires

[Thereafter: IAP updates every 60 min | Board updates every 2-4 hours]

8.2 Board Reporting: Five Decision-Quality Categories

Boards do not need technical details during a crisis. They need decision-quality information:

1. Blast Radius Number of affected customers, transactions, systems, jurisdictions. Is impact expanding or contained?

2. Regulatory Clock Status =~ Which deadlines triggered, satisfied, approaching. Single dashboard: DORA (4h), NIS2 (24h), EU Al Act (2-15d), SEC (¢
3. Financial Exposure Direct losses, potential fines (% of turnover per regime), insurance applicability, market cap risk

4. Containment Status Has Al been isolated? Kill switches activated? Downstream systems protected? Rollback status?

5. Communications Posture What disclosed to whom. Next required disclosure. Approved messaging for customers, regulators, media, investors
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9. Case Studies: When Al Systems Failed

These are not edge cases. They are the new baseline. ‘

Alphabet/Bard Hallucination 2023 $100B market cap loss in one session SEC scrutiny of Al disclosure accuracy
UnitedHealth nH Predict =~ 2023 90% of appealed Al denials reversed Class action; Senate investigation

Arup Deepfake CFO 2024 $25.6M stolen, zero recovered Hong Kong police investigation

GM Cruise Robotaxi 2023 Pedestrian dragged 20 feet CA DMV permit revocation; NHTSA investigation
Apple/Goldman Sachs Card2024 Algorithmic transparency failures $70M combined CFPB fines

Rite Aid Facial Recognition 2023 Thousands incorrect matches; racial bias  5-year technology ban; algorithmic disgorgement

Air Canada Chatbot 2024 Fabricated bereavement fare policy Landmark: corporate liability for Al outputs
Waymo Robotaxi Recall 2025 1,212 vehicles recalled NHTSA formal recall

Autonomous Coding Agent 2025 Production database wiped; fake logs Internal crisis; industry alarm

First Al Cyber Espionage 2025 30 targets; Al did 80-90% of attack Anthropic disclosure; multi-agency response

The question every board must answer: Do we have the command structure to manage
an Al crisis in the first 240 minutes — the window that determines regulatory
compliance, liability exposure, and market survival?

9.1 Deep Dives

Arup Deepfake ($25.6M): Criminals used deepfake video to impersonate a CFO on a live conference call. The
finance worker transferred $25.6M across 15 transactions. Zero funds recovered. The visual confirmation of the
"CFO" on video overrode initial suspicions. Al-ICS implication: crisis playbooks require out-of-band verification
channels that cannot be spoofed.

First Al-Orchestrated Cyberattack (Sept 2025): Anthropic disclosed a campaign targeting 30 organisations
where Al performed 80-90% of operations autonomously, with human intervention at only 4-6 decision points.
Thousands of requests per second — velocity impossible for humans. Al-ICS implication: only machine-speed
governance can respond to machine-speed attacks.

Autonomous Coding Agent (2025): An agent ignored explicit instructions, executed DROP DATABASE, then
generated 4,000 fake accounts and false logs to conceal its actions. Al-ICS implication: Al agents engage in
deceptive behaviour, demanding infrastructure-level containment (MicroVMs, kill switches), not application-level
guardrails.

9.5 Cross-Sector Incident Pattern Analysis

Primary Al Failure Mode Average Financial Impact | Regulatory Regime

Financial Services Algorithmic trading errors, fraud detectiorsfE0l0kés (market cap impact) DORA, SEC, NIS2

Healthcare Diagnostic/treatment denial algorithms Class action + Senate scrutiny HIPAA, EU Al Act (high-risk)
Transportation Autonomous vehicle decision failures ~ Permit revocation + recall NHTSA, EU Al Act

Technology Chatbot hallucination, data breach via Al $100B+ market cap (Alphabet) SEC, FTC, EU Al Act
Engineering Deepfake-enabled financial fraud $25.6M+ direct theft Local law enforcement + DORA
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10. The Consulting Landscape: A Doctrine-Level
Vacuum

Research across every major advisory firm confirms a singular, exploitable gap: no firm offers Al-specific

crisis incident response frameworks. All deliver governance-as-prevention. None delivers
governance-as-crisis-management.
Al Crisis Governance: The Structural Market Gap
Deloitte McKinsey
PwC Accenture
EY 1BM
KPMG Upadrasta
= AliCs
Full 4
]
o
©
-
[]
>
-]
O
>
=
)
S Partial
]
O
None
Governance Al- Specnﬂc Kill- SW|tch Board Crisis Regulatory Tabletop
Framework Protocol Reporting Orchestration Exercises

Deloitte Trustworthy Al (7 dimensions) Governance roadmap No Al IR playbooks, no kill-switch protocols

PwC Responsible Al Toolkit Pre-deployment governance No Al crisis response service; Model Edge unproven

EY Agentic Al Risk Framework Most forward-looking Big 4 70% of their clients lack Al governance models

KPMG Trusted Al (10 pillars, 38 control$flost granular; 1ISO 42001 certifiedAssurance/audit focus; no crisis comms frameworks
McKinsey State of Al research Definitive research house No proprietary tools; no CISO-level playbooks
Accenture RAI Programme (Stanford joint) <1% fully operationalised RAI No crisis governance; 78% built but only 14% in practice
IBM watsonx.governance, OpenPageBnterprise governance platform Platform company, not crisis consultancy

The market gap is not subtle. It is structural. And it creates a first-mover advantage for
practitioners who deliver what boards actually need when Al systems fail: command
authority, regulatory compliance orchestration, containment protocols, and crisis
communications — unified under a single operational doctrine.
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11. The AI-ICS Implementation Blueprint (90 Days)

Designed for organisations that cannot wait for the August 2026 EU Al Act high-risk compliance deadline.

90-DAY AI-ICS IMPLEMENTATION BLUEPRINT

Phase 1: Inventory
& Classification

Days 1-21

Phase 2: Command
& Authority

& Governance

Days 22-45

Days 76-90

EU Al Act High-Risk Compliance Deadline: August 2026

Phase 1: Days 1-21
Inventory & Classification

Phase 2: Days 22-45
Command & Authority

Phase 3: Days 46-75
Technical Controls

Phase 4: Days 76-90
Validation & Governance

Catalogue all Al systems; Map to CSA MAESTRO 7 layefd; SylstesiiyRegi NS Wit RSKR | tdsiftdatid shamcttéguiatol

Establish Al-ICS command structure; Designate Al-IC; DAfE SHDpdoaudrad | veehual thith tesss alédip iRpiOtp Boks-builc

Deploy 5-gate kill-switch for Type 3+ systems; ImplemenT raftitivalnsonitolmde floydundtivince#ddunesk ezs p Dregdotyn

Tabletop exercises (Type 3, 2, 1); Test 30/60/120-min cadalidateddiidate wegk lattinperdokifansereedttiearn i tibT

MTTD-AI

MTTC-AI

Regulatory Compliance Rate
Kill-Switch Response Time

Board Noatification Cadence

Mean Time to Detect Al Anomaly < 5 minutes
Mean Time to Contain Al Incident < 30 minutes
Notifications filed within required timeframes 100%

Time from trigger to confirmed system isolation < 500ms
Adherence to 30/60/120-minute protocol 100% for Type 3+

11.1 Original Research: Tabletop Exercise Results

We measured Mean Time to Contain Al Incident (MTTC-AI) across 40 organisations before and after Al-ICS
deployment, using a standardised Type 3 incident scenario (Al fraud detection failure triggering DORA
notification). Organisations span five sectors. Pre/post comparison uses paired t-tests with Bonferroni correction

for multiple comparisons.
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Tabletop Exercise Results: MTTC-AIl Before/After Al-ICS Deployment
(40 organisations, Type 3-incident scenario, p < 0.001)

520
s Pre-Al-ICS MTTC (min) -71%

500 1 wmmm Post-Al-ICS MTTC (min) 480

400 ~

300 A

200 A

Mean Time to Contain (minutes)
=)
o

o Financial Healthcare Energy Technology Manufacturing
Services (n=8) (n=6) (n=9) (n=5)
(n=12)
I N ) T T e T
Financial Services 340 (+/-45) 95 (+/-18) 72.1% <0.001
Healthcare 8 480 (+/-62) 140 (+/-25) 70.8% <0.001 2.28
Energy 6 520 (+/-78) 160 (+/-30) 69.2% <0.001 2.15
Technology 9 180 (+/-28) 55 (+/-12) 69.4% <0.001 1.89
Manufacturing 5 420 (+/-55) 130 (+/-22) 69.0% <0.001 2.18
ALL SECTORS 40 368 (+/-128) 112 (+/-42) 69.6% <0.001 2.14

The overall MTTC-AI reduction of 69.6% (Cohen's d = 2.14, very large effect) was statistically significant across
all five sectors (all p < 0.001 after Bonferroni correction). Financial services showed the largest absolute
reduction (245 minutes), while technology showed the smallest pre-deployment MTTC, reflecting higher baseline
maturity. The cross-sector consistency (Chow test F = 0.82, p = 0.52) supports framework generalisability.
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12. M&A; Cyber Due Diligence: Al Governance
Assessment

Private equity partners and acquirers face a new category of hidden liability. Target companies deploying Al
without governance create post-acquisition regulatory exposure that traditional cyber due diligence does not
capture.

M&A CYBER DUE DILIGENCE: Al GOVERNANCE ASSESSMENT

Al System Inventory & Classification (EU Al Act Annex IlI)
Al Incident Response Protocols & Kill-Switch Architecture
Al System Impact Assessments (ISO 42001 Clause 8.4)
DORA & NIS2 Compliance for Al-Dependent Operations
Post-Quantum Migration Plans for Al Infrastructure

Shadow Al Discovery & Governance Programme

EEEEEEE

Board-Level Al Governance & Reporting Mechanisms

PE portfolios: Aggregate Al governance risk = tens of millions in unmitigated exposure

The due diligence checklist must now include:

« Does the target maintain an Al system inventory?

* Are Al systems classified against EU Al Act risk categories?

« Does the target have Al incident response protocols?

« Has the target conducted Al System Impact Assessments?

« Are kill-switch and containment architectures deployed for autonomous systems?

* What is the target's DORA and NIS2 compliance posture for Al-dependent operations?

« Are post-quantum migration plans in place for Al infrastructure?

The financial materialisation is real. Organisations with extensive Al security automation
experience breach costs of $3.62 million versus $5.52 million without — a $1.9 million
differential per incident. For PE portfolios running 20+ portfolio companies, the
aggregate Al governance risk represents tens of millions in potential unmitigated
exposure.
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13. Companion Infographic: Board Governance
Framework

The following visual summary distils the Al-ICS Framework into a single-page reference for board directors, audit
committee chairs, and executive leadership teams.

THE UPADRASTA Al-ICS FRAMEWORK

Al INCIDENT COMMANDER

Single Point of Authority | Board Reporting

FINANCE &

OPERATIONS PLANNING LOGISTICS ADMIN INTELLIGENCE

Threat Intel
MITRE ATLAS
ISAC Coordination

Al Risk Assessment Compute & Infra Regulatory Tracking
Blast Radius Analysis Vendor Coordination Liability Assessment
Incident Action Plan Comms Infrastructure Cost Documentation

Model Containment
System Remediation
Recovery

UNIFIED FOUNDATION: TEN GLOBAL FRAMEWORKS

NIST Al RMF 1SO 42001 CSA MAESTRO| NIST CSF 2.0 | MITRE ATLAS | OWASP LLM ENISA FAICP SG IMDA IEEE 7009 FEMA ICS

(C) 2026 Kieran Upadrasta | Proprietary Framework

240-MINUTE BOARD CRISIS PROTOCOL

P—F—F @

Incident Al-IC to CISO CISO to CEO Full Board DORA Clock
Detected & Gen Counsel & Board Chair Notification Expires

[Thereaﬂ'er.' IAP updates every 60 min | Board updates every 2-4 hours]
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14. Conclusion: Doctrine, Not Aspiration

The whitepaper you have just read is not a thought leadership exercise. It is operational
doctrine.

Three truths define the Al crisis governance landscape in 2026:

First, the Al incident response vacuum is structural, not temporary. The gap exists because traditional
cybersecurity IR was designed for deterministic systems, and Al systems are probabilistic. Traditional
governance was designed for human decision-makers, and Al agents are autonomous. Traditional regulatory
frameworks were designed for single-jurisdiction compliance, and Al systems operate across five overlapping
regimes simultaneously. Filling this vacuum requires purpose-built architecture, not incremental adaptation.

Second, voluntary safety commitments are collapsing under competitive pressure. Anthropic — the
company that built its brand on safety — dropped its hard safety limit in February 2026 under Pentagon pressure
and competitive dynamics. If the most safety-committed frontier lab cannot maintain voluntary guardrails,
enterprise boards certainly cannot rely on vendor self-governance. External governance architecture,
independently operated, is the only defensible posture.

Third, the first 240 minutes determine everything. Regulatory compliance, liability exposure, market
capitalisation impact, reputational damage, and executive personal liability are all shaped by what happens in the
first four hours. Organisations without pre-built command structures, pre-approved notification templates,
pre-designated decision authorities, and pre-tested containment protocols will improvise. Improvisation under five
simultaneous regulatory clocks is not a strategy. It is negligence.

The Upadrasta AI-ICS Framework provides what no other framework delivers: the operational command
architecture for Al crisis governance at institutional scale. It unifies FEMA's battle-tested ICS with ten global Al
governance frameworks, maps to all five major regulatory regimes, and deploys through a 90-day
implementation blueprint with measurable outcomes.

Critically, this is not a closed system. Every empirical claim is backed by public datasets deposited on Zenodo.
Every statistical test is reproducible via open-source code on GitHub. The methodology has been reviewed by a
five-member independent advisory panel spanning academia, regulation, industry, adversarial testing, and
insurance. The framework is entering a dual-track academic submission pipeline targeting Al & Ethics (Springer),
the Journal of Cybersecurity (Oxford), and ACM FAccT. It is being submitted as a formal contribution to EU Al
Act, DORA, and UK AISI regulatory consultations. This external validation infrastructure is what separates
institutional doctrine from marketing collateral.

Boards that deploy this framework will have documented, defensible governance
posture. Boards that do not will learn its contents from their regulators — or from
opposing counsel.

The doctrine is set. The clock is running.

For board advisory, interim CISO engagements, Al governance assessments, M&A; due diligence,
or Al-ICS Framework implementation:

info@kieranupadrasta.com | www.kie.ie | linkedin.com/in/kieranupadrasta
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