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1. Executive Dashboard

500+ Zero 100% <4 hrs

Apps Migrated Security Regressions Pre-Cutover Testing Rollback Capability

VERIFY EXPLICITLY: Every access request authenticated and authorised based on all available data points.
LEAST PRIVILEGE: Limit access with just-in-time and just-enough-access, risk-based adaptive policies.
ASSUME BREACH: Minimise blast radius, segment access, verify end-to-end encryption, use analytics.

CONTINUOUS VALIDATION: Real-time posture assessment, adaptive policy enforcement, automated remediation.

"If it cannot be evidenced, it cannot be defended." — Board-Survivable Cyber Architecture™

FLAGSHIP DOCTRINE STATEMENT: Go-Live Decision = APPROVE only if risk-gate score passes, critical findings equal zero, rollback is
proven, and monitoring is validated. Otherwise block cutover.
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2. Reference Architecture — Control Chain

The architecture below is structured as a control chain. Each stage exists because it changes an operational decision or
constrains blast radius.

Architecture Pre-Cutover Post-Migration Continuous

Go/No-Go Board

Assessment REVIE Testing Assurance Monitoring

Deterministic Decision Engine

Mandatory control passes and score exceeds APPROVE Policy export, logs, owner sign-off
threshold

Critical control fails or score falls below threshold BLOCK Exception record, incident note
Residual risk remains but business need is CONDITIONAL Compensating control evidence
material
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2. Technical Abstract

Cloud migration programmes fail security when speed-over-security culture treats governance as an obstacle rather than a risk
gate. The result is workloads that pass functional testing but carry undetected security regressions into production. This paper
establishes migration-phase risk gates as the central governance mechanism, with workload security archetypes (lift-and-shift,
re-platform, re-architect, replace, retire), pre-cutover security testing protocols, wave-by-wave control checklists, and critical
cutover fail criteria that halt migration when security thresholds are not met. The framework includes a re-platforming boundary
risk table and rollback capability validation procedures.

Primary Audience: Transformation Leads / Migration Architects
Unique Artifact: Migration Wave Control Checklist

Key Enhancements in This Edition:
« Migration-phase risk gates as central thesis
* Workload archetypes with security profiles
« Pre-cutover testing protocol
« Wave-by-wave control checklists

« Critical cutover fail criteria

© 2026 Kieran Upadrasta | www.kie.ie | Page 5 of 21



Securing the Azure Transformation Journey | Kieran Upadrasta

3. Problem: Speed-over-Security in Cloud Migration

Cloud migration programmes routinely prioritise functional testing over security testing. The result: workloads that pass user
acceptance testing but carry undetected security regressions — misconfigured network rules, elevated service account
permissions, missing encryption, bypassed monitoring — into production.

Migration-phase risk gates provide the governance mechanism to prevent this. By embedding security validation at each
migration phase — pre-assessment, architecture review, pre-cutover, post-migration, and ongoing assurance — security
regressions are caught before they become production vulnerabilities.

THREAT MODEL: Security regression during lift-and-shift migrations | Network rule misconfiguration during cutover windows | Elevated permissions
persisting after migration completion | Data exposure during migration transit between environments | Legacy application vulnerabilities exposed in
cloud context.
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5. Workload Security Archetypes

This paper introduces the following contributions specific to securing the azure transformation journey. Each innovation
addresses a gap identified in the literature review and validated against observed enterprise programme outcomes:

* Migration-phase risk gates as central thesis
» Workload archetypes with security profiles
* Pre-cutover testing protocol

» Wave-by-wave control checklists
« Critical cutover fail criteria
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7. Regulatory Compliance Crosswalk

Migration security obligations arise primarily from DORA's requirement for ICT change management (Article 9) and NIS2’s
requirement for security in network and information system acquisition, development, and maintenance (Article 21.2.e). The
migration risk gates in this paper enforce these obligations at each migration phase. The failed migration case study in
Appendix B demonstrates the compound failure mode when gates are bypassed.

Migration Security Gates: Pass/Fail Rate

100 100 100
100 A 28

80 1
60 -
40 A

20 A

Pre-Assess Architecture Pre-Cutover Post-Migration Validation

Figure 2: Compliance Coverage Analysis
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8. Adversarial Hardening & MITRE ATT&CK; Mapping

The following table maps adversarial techniques from the MITRE ATT&CK; framework to specific detection signals,
containment actions, and automation potential. Each entry includes a Detection Confidence score (HIGH/MEDIUM/LOW) to
help SOC teams prioritise rule tuning, and an Automation Potential indicator to guide SOAR development priorities.

Technique Detection Signal Confidenc Containment Automation
€ Potential

T1078 Valid Accounts ~ Impossible travel, anomalous =~ HIGH Block + MFA challenge Full SOAR
login

T1566 Phishing URL detonation, attachment HIGH Quarantine + user alert Full SOAR
sandbox

T1059 Command AMSI telemetry, process tree MEDIUM Process termination Semi-Auto

Scripting

T1053 Scheduled Task creation monitoring MEDIUM Task removal + Semi-Auto

Task investigation

T1021 Remote Lateral movement detection HIGH Session termination + Full SOAR

Services isolate

T1486 Data Ransomware behaviour HIGH Network isolation + backup Full SOAR

Encryption analytics

T1003 Credential LSASS monitoring, HIGH Password reset + contain Semi-Auto

Dumping honeytokens

T1190 Exploit Public WAF alerts, signature match MEDIUM Block IP + patch priority Full SOAR

App
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9. Evidence Architecture

The failed migration case study and enforceable gate logic (IF/THEN rules) in Appendix B demonstrate evidence through
operational failure analysis.
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10. Board-Level Metrics & Decision Framework

This paper’s board-level metric is derived from the mathematical model in Appendix B:

Migration gate pass rate by wave. Board metric: % workloads passing all 5 gates. Target: 100% before production.
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11. Enterprise Case Study

ILLUSTRATIVE SCENARIO: Insurance Company Migration — Gate 3 Blocks Cutover, Prevents
Breach

During Wave 3 migration of a regulated insurance workload, Gate 3 (Pre-Cutover Security Scan) blocked the cutover. Root
cause: the laC template for the migrated workload omitted Defender for Cloud diagnostic settings, meaning the workload would
have entered production with zero security monitoring. The gate logic rule (IF log_completeness < 100% - BLOCK production
traffic) triggered correctly. The fix took 4 hours. Without the gate, the workload would have been unmonitored for an estimated
14 days until the next scheduled compliance scan. Key learning: the most valuable migration gates are the ones that catch
omissions, not intentional misconfiguration. Engineers don't omit monitoring on purpose — they forget it under time pressure.

KEY OUTCOMES: Gate 3 blocked cutover | Zero-monitoring workload caught | Fix: 4 hours | Prevented: 14-day blind spot
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12. Implementation Roadmap with RACI

The following roadmap assigns primary stakeholder ownership to each phase, with explicit inter-phase dependencies.
Resource allocation and prerequisite gates ensure sequential readiness and prevent premature advancement.

Phase Timeline Deliverables Primary Dependencies

Stakeholder

Phase 1: Discovery & = Month 1-2 Asset inventory, gap analysis, risk CISO/ Board sponsorship
Assessment assessment Architect

Phase 2: Foundation Month 3-4 Identity baseline, MFA rollout, IAM Lead Phase 1 complete
& Quick Wins policy foundation

Phase 3: Core Month 5-8 Network segmentation, data Security Phase 2 baseline
Implementation classification, SIEM Architect

Phase 4: Advanced Month 9-10 Threat hunting, automation, Al SOC Lead Phase 3 validated
Capabilities governance

Phase 5: Continuous Month Compliance reporting, board GRC Lead Phase 4 operational
Assurance 11-12 dashboards, attestation

Migration Security Wave Model

Wave 1: Wave 2: Wave 3: Wave 4:
S|

Low Risk Bu. SS Regulated Legacy &
Apps Critical Workloads Complex

M1-3 M4-6 M7-9 M10-12

Figure 4: Implementation Timeline
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13. Commercial Impact & Resilience Dividends

Security investments delivered through this framework generate measurable commercial returns beyond risk reduction.
Organisations implementing comprehensive security architecture report the following illustrative benchmarks based on
aggregated programme observations:

Impact Area Description (lllustrative Benchmark)

Insurance Premium Reduction Observed range: 30—40% reduction in cyber insurance premiums following full framework implementation
M&A,; Valuation Protection Avoiding 10-30% valuation haircuts through demonstrable security maturity

Contract Win Rate Security posture increasingly a differentiator in enterprise procurement decisions

Regulatory Penalty Avoidance Estimated penalty exposure reduction through proactive compliance

Incident Cost Reduction lllustrative benchmark: organisations with mature security programmes experience lower breach costs
Board Confidence Quantified risk dashboards enable informed strategic decisions at board level

Migration Security Gates: Pass/Fail Rate

100 100 100

100 A 28 mm Before

80 -

60 A

40 A

20

Pre-Assess Architecture Pre-Cutover Post-Migration Validation

Figure 5: Before vs After Implementation Analysis
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14. Migration Wave Control Checklist — Detailed Annex

The following annex provides the detailed, publishable-quality artifact that constitutes this paper’'s unique contribution. This
artifact is designed to be immediately usable by Transformation Leads / Migration Architects and is structured for extraction as

a standalone reference.

Table Al: Migration Wave Control Checklist Framework

Migration Wave Control
Checklist Level 1

Migration Wave Control
Checklist Level 2

Migration Wave Control
Checklist Level 3

Migration Wave Control
Checklist Level 4

Foundation controls and
baseline

Enhanced controls and
monitoring

Advanced capabilities and
optimisation

Board integration and
governance

Deploy core framework
components

Integrate with SIEM and
automation

ML-driven analytics and
threat hunting

Dashboard reporting and
attestation

Configuration logs, policy Security Architect
documents
Alert rules, response SOC Lead

playbooks

Hunt reports, ML model Threat Intel Lead

performance

Board minutes, KPI trend CISO
reports

Table A3: Vibe-Coding Vulnerability Checklist for Al-Generated Infrastructure

Hard-coded secrets

Over-privileged 1AM roles

Public endpoint exposure

Missing encryption

Insecure defaults

No diagnostic logging

Copilot may embed API
keys/tokens

Al defaults to broad
permissions

Al may omit private
endpoint

Al may skip encryption
config

Al uses default
passwords/ports

Al omits monitoring config

git-secrets + CredScan in
Cl

IAM policy analyser in
pipeline

Azure Policy deny public
endpoints

Checkov / tfsec laC
scanner

Custom linting rules

Azure Policy
deploylfNotExists

Pre-commit gate Replace with Key Vault ref

Pre-deploy gate Scope to least privilege
Deploy-time gate Add private endpoint config
Pre-deploy gate Add encryption block

Override with secure
defaults

Pre-commit gate

Post-deploy gate Auto-deploy diag settings
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Appendix B: Mathematical Models & Formal Logic

The following appendix contains the quantitative models, formal decision logic, and failure-case analysis that constitute this
paper’s claim to irreplaceability. These artifacts reflect operational patterns observed across real programme delivery and are

structured for direct adoption by practitioners.

Table A6: Failed Migration Case Study — Security Regression Analysis

Phase What Happened

Pre-Cutover Testing
on schedule

Cutover Window NSG rules copied from
legacy — includes

'Any-Any' inbound

Service account created
with Global Admin
‘temporarily’

Post-Migration Day 1

Defender for Cloud not
enabled on new
subscription

Post-Migration Week 2

INCIDENT (Day 45) Credential stuffing via

exposed NSG - lateral via
Global Admin — data exfil

App passes functional UAT

Root Cause

Security testing not in UAT

scope (time pressure
override)

Lift-and-shift preserved
legacy network rules
without review

Migration team needed
broad access to complete
data sync

Diagnostic settings not in
laC template for migrated
workload

Compound failure: open

NSG + standing privilege +

no monitoring

Impact

Security regression not
detected before cutover

Public internet access to
internal app for 6 hours
post-cutover

Standing Global Admin
persists 90+ days
post-migration

Zero monitoring for 14
days — any incident would
be invisible

Full breach: 500K records
exfiltrated before detection

Table A7: Migration Security Gate — Enforceable Logic Rules

All assets inventoried +
classified

Gate 1: Pre-Assessment

NSG rules reviewed + no
Any-Any

Gate 2: Architecture

Gate 3: Pre-Cutover Security scan passed +

encryption verified

Entitlement review
completed within 72h

Gate 4: Post-Migration

Gate 5: Monitoring All resources emit logs to

Sentinel

IF asset_count_verified !=
total_scope — BLOCK

IF nsg_rule contains
'0.0.0.0/0 inbound"' -
BLOCK

IF critical_findings > 0 OR
encryption = false -
BLOCK

IF admin_accounts >
baseline + 0 -~ ALERT +
7-day auto-revoke

IF log_completeness <
100% - BLOCK
production traffic

Table B3: Migration Risk Quantification Model

Risk Factor Weight Scoring (1-5) Worked Example

Privilege Risk 30%

Network Exposure 25%

Standing admin accounts /

total accounts

Public endpoints / total
endpoints

Migration cannot enter
planning

Architecture must be
redesigned

Cutover cannot proceed

Excess privileges
auto-revoked

Workload remains in
staging

1: < 1% 5: > 10% of
accounts

1: 0% 5: > 5% public-facing
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Gate That Should Have

Caught It

Gate 3: Pre-Cutover
Security Scan (was
bypassed)

Gate 2: Architecture
Review (NSG not
reviewed)

Gate 4: Post-Migration
Entitlement Review (no
sunset set)

Gate 5: Monitoring
Validation (completeness
check)

ALL GATES FAILED
(exception culture override
governance)

CISO exception only

Security Architect
approves alternative

Incident Commander
(emergency only)

IAM Lead approves
retention

SOC Lead confirms
coverage

8% standing admin =
Score 4 x 0.30 =1.20

2% public endpoints =
Score 2 x 0.25 =0.50
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Risk Factor Weight Scoring (1-5) Worked Example

Data Sensitivity

Control Coverage Gap

COMPOSITE MIGRATION
RISK

25%

20%

100%

% workloads with HIGH
classification

% controls NOT

implemented vs baseline

Sum of weighted scores

1: <10% 5: > 50%
high-classified

1: < 5% 5: > 25% gap

1.0-2.0: LOW 2.0-3.5:
MEDIUM 3.5-5.0: HIGH

Table B4: Cutover Kill-Switch Logic — Automatic Rollback Triggers

Trigger Condition Detection Method Logic Rule Auto-Rollback Action Max Rollback Time

IAM drift post-freeze

Encryption validation fail

Logging pipeline
incomplete

Security scan critical
finding

Performance degradation >
50%

PIM audit log + Entra
change detection

Azure Policy compliance
check post-cutover

Sentinel heartbeat
completeness query
post-cutover

Defender for Cloud
post-cutover scan

Application health probe +
latency monitoring

IF admin_accounts >
freeze_baseline - KILL

IF encryption_score <
100% - KILL

IF log_sources <
expected_count - KILL

IF critical_findings >0 —
KILL

IF response_time > 2x
baseline - ALERT
(human)

Revert all post- freeze role
changes via backup

Route traffic back to source
environment via DNS
failback

Block production traffic
until logging confirmed
Revert DNS to source +

isolate new environment

Human decision: rollback
or investigate
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35% high-classified =
Score 3 x 0.25=0.75

12% control gap = Score 3
% 0.20 = 0.60

1.20+0.50+0.75+0.60 =
3.05 (MEDIUM) -
PROCEED with conditions

<30 min

<60 min

<15 min

< 60 min

< 4 hrs (human decision)
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15. Board Governance Framework Infographic

The following infographic summarises the governance framework for board-level consumption. It maps the Evidence Chain
Model™ from regulatory obligation through to board assurance, highlighting the key decision points and escalation triggers that

enable proactive risk management.

REGULATORY CONTROL EVIDENCE BOARD

OBLIGATION FRAMEWORK CHAIN ASSURANCE

Art. 21 EU Al Act - : ~ Metrics Attestation - P
Sovereignty %

Workload Archetype Distribution

Retire

Lift & Shift
Replace (SaaS)

Re-Architect

Re-Platform

Figure 6: Control Distribution Analysis
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16. Strategic Keywords & Competency Alignment

DORA Compliance

Al Governance (ISO 42001)
Board Reporting

M&A; Cyber Due Diligence
Zero Trust Architecture
Post-Quantum Cryptography
Interim CISO

NIS2 Compliance

Al Security Assurance

Digital Operational Resilience Act implementation and board governance

Al management systems, model registry, fairness testing, bias audit
Quantified risk dashboards, evidence chains, regulatory attestation
Pre-acquisition security assessment, valuation impact, remediation costing
Identity-first security, conditional access, micro-segmentation

NIST FIPS 203/204/205 preparation, crypto-agility planning

90-day board confidence programme, governance standup, team leadership
Essential entity obligations, incident reporting, supply chain security

Agentic Al governance, NHI lifecycle, autonomous system controls
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Disclaimer

This whitepaper is provided for informational purposes only and does not constitute legal, financial, or professional advice. The frameworks,
methodologies, and recommendations presented herein are based on industry best practices and research as of the publication date. Cybersecurity is a
rapidly evolving field. The author does not guarantee that the recommendations will prevent all security breaches or guarantee compliance with all
applicable regulations. Security outcomes depend on proper implementation, ongoing validation, and continuous improvement. All quantified claims are
supported by referenced industry research or clearly labelled as illustrative estimates based on observed programme outcomes. Specific results will vary
based on organisational context, threat landscape, and implementation quality. Where figures are described as illustrative benchmarks or
scenario-based estimates, they reflect aggregated observations across multiple engagements and should not be treated as guarantees. Trade names
and service marks referenced are for informational purposes only and do not imply endorsement.
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